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https://azure.microsoft.com/zh-cn/global-infrastructure/china/

B Microsoft Azure i t 22 Z B¢ =w

XidkiE{ERiSE
XigiFEER

BTFHENEPEES T, ET, FRRSENT ZREFRSERREENER EERAESR, IUFERS
XiGERIEE P ERIATERIE S, BEEHHENANS XISt IEN FE=SXEEPHN S R

THXEES, AERGED. T8 ARRENTETEFNBEXLES, EBHIMREREMRIT LTI
HIEECATERE X, PR TSPINBERZNIE FIEMAETERE.

XigpES =R

Azure PERZFRERIEEEFEFERGER, AAESKENERRSHSEHELSEGRER, BRERTSR
Azure FERTAIRS, XMIRSEHREH, REBFREREHMNER. B, 16E Azure EFTREALERE
Azure FiflRSS LSRN S,

TIDHER

HFRL T EFILSEBFREFERLHARIBKEIER, RtSIEREXLEX RS RIRIIRERER
B, MTIEREIREK.

o BETI: TEMUERHERISHNERITIZ—, TEHERL/FHREBZETIHN GRRIKRTTERX
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https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-product-and-services/azure/documents/pxr/006-Azure-product-availability-China1.pdf
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https://www.azure.cn/zh-cn/pricing/details/storage/managed-disks/
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/
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https://docs.azure.cn/zh-cn/reliability/availability-zones-service-support
https://learn.microsoft.com/zh-cn/azure/azure-resource-manager/management/move-resource-group-and-subscription
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FIRRNTEHISEGEET RS
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o EINEMY Azure VM RKEXHIE., XEIEBAT Azure BIENNIZH VM FERSLAIRSS S8imINEERY
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¢ NIC

o TFAME

o Azure B

o R IPIHHIE (22 IP FAEEXIBIRE)
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https://docs.azure.cn/zh-cn/resource-mover/
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o IBRERR

o

o

Azure Firewall
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o
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Managed Disks

Storage Accounts

o IEBOWIRS
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(¢]
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Azure Stream Analytics
Azure Synapse Analytics
HDInsight

o IBREETIARRR

o
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(¢]
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Azure Automation
Azure Monitor
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o IIBEMEIR
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=  Event Grid Custom Topics Migration
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Service Bus

o IIBIHERR

o

Azure Functions
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Batch

Cloud Services
Virtual Machines

Virtual Machine Scale Sets

o IIBMEBEIR

Application Gateway
Azure Bastion

Azure DNS

Azure ExpressRoute
Azure Public I[P
Azure Route Server
Azure Traffic Manager
Azure WAF

Load Balancer
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Network Watcher
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Azure Firewall 2—f=FENNMEL 2RSS, 1I—RHSOTRMFITEN=IEMIIEE. NERIIEEEERE Azure
Firewall \—MNXIEGFRBEI B — X,

.
FoRFF
o SRFVEINERASHR SKU, WRMRERNEIME SKU, 1BEEBEEEAZEIFH PowerShell ¥ Azure [
SMAEFCEITFEE! Azure BHKIESRAS,

o ATIEHEMLIFIAIT Azure PRKIBEREN, DAUWELITER:

o HREIREL, ZIAPHKERINEEE KRR,

o BEKIGSREERIR. (MNRERADXERIEEERE) .

o BEXIGSEHIRABIAGSEMRE. (MR Log Analytics T1EKX) .

o TLS ((FmEZet) NERE. (WREEMA Azure Key Vault, IEBFFEEIRA. )

o LIPEHl. IRMAEKE Azure BIXEEALE IP BUHAINBRR R ERIFEEMZEE.
o Azure PIXEEIRERIISREEGTLATRIIR, (/Re]seREEBnXIR-ERE XL RHIIN

o  Azure FEHILK

o  (WR{EA) LogAnalytics
o WNR{EMA Azure BIXIERREM TLS 1EINRE, NEFEEEBRXIGEHERE LRI

o Azure Key Vault

o Azure JEEIRR

{SHRIE

E 7 RTIRES RATSPRERTE, BSE A Azure FIZRFEIERE . IBEEEMZ,
3 1=
FELER

LI 1: SR BIRXIRAYFR
1. EBRXIEFEEFEE— IR (VNet) .
2. TE589 VNet HECERERNFM, BFE AzureFirewallSubnet,

14


https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/virtual-network/
https://docs.azure.cn/zh-cn/azure-monitor/
https://docs.azure.cn/zh-cn/key-vault/
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/
https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
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£ 2: SUEEERAY Azure Firewall

1. [AJiE] ANERIEE Azure [HXIEFEFREEHMN, TLAER Azure PowerShell iX# Azure B KIEHRIER
BEEMNILICIESRE., BXFMEE, 1BSE (£ PowerShell 1 Azure JiMIFECEITEE] Azure 7K
RS

2. WIRBEZFEAT Azure BiXIEERL, TILAEEF Azure PowerShell TSR, 5E BT Azure Portal
EIRETRH Azure BIKIERES, RESHIERNANRERE, AREMSPEEHXE.

Redeploy-Policy.ps1 2B RIEEFEPBEFXIHAY Azure PowerShell BN,
FEiERp:

\Redeploy-Policy.ps1 "
-Policyld <Reourceld> *
-TargetResourceGroup target-resource-group
-NewPolicyName new-policy-name *
-Location chinanorth3 *
-SkuTier Standard

BE
WARNIREIMERTN SNAT ERFEEIRE. FESIC TXEIRE, AEBFNHTIER. WHANRE, 15
NEZRATIETAMERIER.

LHIATEE R Azure PowerShell, =17 Get-Module -ListAvailable Az, BEECLEEPLLERA, WNRTFELEE,

BBIRLEE Azure PowerShell 1218,

param (
# Resource ID of the original Azure firewall policy.
[Parameter(Mandatory=$true)]
[string]
$Policyld,

# Target resource group for the new policy.
[Parameter(Mandatory=$true)]

[string]

$TargetResourceGroup,

# New name for the Azure firewall policy.
[Parameter(Mandatory=$true)]

[string]

$NewPolicyName,

# Location for the new Azure firewall policy.
[Parameter(Mandatory=5$true)]

[string]

$Location,

15


https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://learn.microsoft.com/powershell/azure/install-azure-powershell
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# SKU Tier for the new Azure firewall policy.
[Parameter(Mandatory=$false)]

[string]

$SkuTier = "Premium"

$ErrorActionPreference = "Stop"

function EnsureAzureChinalogin {
Write-Host "Checking Azure login status”
try {
$account = Get-AzContext
if ($null -eq $account) {
throw "Not logged in"
}
Write-Host "Already logged in as: $($account.Account)”
}
catch {
Write-Host "Not logged in. Logging in to Azure China..."
Connect-AzAccount -Environment AzureChinaCloud
$account = Get-AzContext
if ($null -eq $account) {
Write-Host "Login failed. Please check your credentials and try again.”
exit(1)
}

Write-Host "Logged in successfully as: $($account.Account)”

function CreateNewPolicy {

[CmdletBinding()]

param (
[Parameter(Mandatory=$true)]
[Microsoft. Azure.Commands.Network.Models.PSAzureFirewallPolicy]
$OriginalPolicy,
[Parameter(Mandatory=$true)]
[string]
$NewPolicyName,
[Parameter(Mandatory=$true)]
[string]
$TargetResourceGroup,
[Parameter(Mandatory=$true)]
[string]
$Location,
[Parameter(Mandatory=$true)]
[string]
$SkuTier
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$NewPolicyParameters = @{
Name = $NewPolicyName
ResourceGroupName = $TargetResourceGroup
Location = $Location
ThreatIntelMode = $OriginalPolicy.ThreatintelMode
ThreatIntelWhitelist = $OriginalPolicy.ThreatintelWhitelist
PrivateRange = $OriginalPolicy.PrivateRange
DnsSetting = $OriginalPolicy.DnsSettings
SqlSetting = $OriginalPolicy.SqlSetting
ExplicitProxy = $OriginalPolicy.ExplicitProxy
DefaultProfile = $OriginalPolicy.DefaultProfile
Tag = $OriginalPolicy.Tag
SkuTier = $SkuTier

Write-Host "Creating new policy"
$newPolicy = New-AzFirewallPolicy @NewPolicyParameters

Write-Host "Populating rules in new policy"
foreach ($ruleCollectionGroup in $OriginalPolicy.RuleCollectionGroups) {
$ruleResource = Get-AzResource -Resourceld $ruleCollectionGroup.ld

$ruleToTransfom = Get-AzFirewallPolicyRuleCollectionGroup -AzureFirewallPolicy $OriginalPolicy -Name $ru

leResource.Name
$ruleCollectionGroup = @f
FirewallPolicyObject = $newPolicy
Priority = $ruleToTransfom.Properties.Priority
Name = $ruleToTransfom.Name

if ($ruleToTransfom.Properties.RuleCollection.Count) {
$ruleCollectionGroup["RuleCollection"] = $ruleToTransfom.Properties.RuleCollection

Set-AzFirewallPolicyRuleCollectionGroup @ruleCollectionGroup

return $newPolicy

function ValidateAzNetworkModuleExists {
Write-Host "Validating needed module exists"

$networkModule = Get-InstalledModule -Name "Az.Network" -MinimumVersion 4.5 -ErrorAction SilentlyConti

nue
if ($null -eq $networkModule) {

Write-Host "Please install Az.Network module version 4.5.0 or higher, see instructions: https://github.com/Az

ure/azure-powershell#installation"
exit(1)
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}
$resourceModule = Get-InstalledModule -Name "Az.Resources" -MinimumVersion 4.2 -ErrorAction SilentlyCon
tinue
if ($null -eq $resourceModule) {
Write-Host "Please install Az.Resources module version 4.2.0 or higher, see instructions: https://github.com/
Azure/azure-powershell#installation”
exit(1)
}
Import-Module Az.Network -MinimumVersion 4.5.0
Import-Module Az.Resources -MinimumVersion 4.2.0

EnsureAzureChinalogin

ValidateAzNetworkModuleExists

$originalPolicy = Get-AzFirewallPolicy -Resourceld $Policyld

$newPolicy = CreateNewPolicy -OriginalPolicy $originalPolicy -NewPolicyName $NewPolicyName -TargetResourc
eGroup $TargetResourceGroup -Location $Location -SkuTier $SkuTier

Write-Host "Migration complete. New policy created: $($newPolicy.Name)" -ForegroundColor Green

3. EBRXIETEIE— N Azure Firewall L, FREERTREEHI Azure BEXEESRES

L8 3: MitFNEIE

1. TRIRHE Azure Firewall LB AETHEIEH LS.
2. ETEEEN ASSIER KSR 2 B ER .
3. HWART CRINEERERRIEETE.

T 4. IBH=E
1. EFRXAIRERENMELEE (NSG) LUSHFH Azure Firewall SL,
2. BEYMERERFRIPXE, LIRRZET.

$I2 5: BIEIRER

1. TERBAFRAY Azure Firewall T{EIEERR, "TLAMBRIEAY Azure Firewall SLf7,
2. ERIEXIGHABERIISREUTEkA.

Sudumr
e = 0]
o TBHREIEBIERERIITERE, LURDXISHIEE,
o TEIUEY, FINIEMERENAE, BELET,
o UNERBEUE AR, TTLAKERTELRZIERESRAY Azure Firewall SL51,
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HXSEHE

e  Azure Firewall 384
e  Azure CLI 3ZHY
o Azure RELEH (NSG) Y

) Azure FEERZR STARY

BT EEE, EaTLARFIEE Azure Firewall \A—MNXIHFBEIB— XL, EEAEER, B85 DARE]
BXE Azure STEHIBA.
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pE=E
o RELRERTEEM
o ETRZRERATESI
o ELH&LZELD DNS EREREIN
HEETIE
SR 2o
o (FIENFER
o % Key Vault
o TEBEIRXKIELIE Key Vault
o 1&E Key Vault #iE
o EHMNAREREE
o IFSA

o FERIR

AFEMEEESUETR Azure Key Vault (BIBRERE) M—MRKEGFRRIS—MXE, SEEPEXIEEREE.
BAGHER Azure CLI TR, FAFANASNER, WREIESBIENRSS A0S/ \PET.

FIRF

IR Azure ITRIRE AIHE BRI 2 Z AR ERE.

B ZRRERERRIETE Azure IRSZOIBKIIIIRGT. WTFEELCEEMARS, LUEFEHNE
TEERIE.

RIEZRRERERT, UaEREE KT EEREEMUMNLE.
BIEEH. YEBIIES, FESHAFRNINE ‘Key Vault Contributor” fa,

IERFHTHIE B RSN ERREETERLCE
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o AREEFIMEEEIRE.
o ERMIBRFIEPRIRIF.
o BEnHRIRE.

IE EIA
IRSRERETEHIN

BT Azure Key Vault FIEERBERSZEERATGHIERG/ISEEMUMES. LHh, HAlETXERERGHIRR
HFA—FF IPv4 (Internet HHYARZS 4) HUBEE. (HAMINREERIZRREENBFHLED XL TR,
RERRREFERRIEXHPEE T IRSRER, WEEEBRXKETHITHERAERE.

O

RN BFKIEPERCEERRERE, LIRETOIE VNet FIFM, REF e TEIREHOIE.

CRERERIEEEIR

Azure TRHEZRAMEIREEE] Azure SFERIIRSS (PaaS). EFBRIIRSSEE Microsoft GIFIKHIRSSAIE AIE
., CTHEzECTNSRREN, FETHEREIEEALL Internet FRIREESRMRIF Azure ERERQZIBRNERE.

SRR BRI EFRCEERRERE, LRETEIE VNet 17N, AJFAREHTSEIREHEIE.

gm—~ =H D N S EEEIIE‘EIJE

B WIEHRECE DNS IRE, HERERLER P T HEEF RN 2RENES (FQDN).
IMAE Microsoft Azure FRSZETREC AT AHLRLERAY DNS BiE, wBNIEES feERE AR AR TIER,

SERRERRKNIMNSEZOBSEE DNS FiERESE. MEZEDEEEETHIEREIR FQDN f1EA IP it
ik,

AR TETCRECE T AL RAY DNS I8 :

o (ERENXH ((UEFRFNK) . STLAEREMN ERFENIGREN DNS,

o (HAEH DNS Xif, {RAJfEFEE A DNS KigsREN T ARSI DNS f#fT. %A DNS XigsHE
BRI, LA S,

o (M DNS $£&R88 (Wik) . (RoJfEFD DNS BREREN THHHEERN DNS f#T. SU# DNS &
M, LATERRHLRhiEESHY DNS fRS328 (S DNS X,

HETE

TRz al, BEREESIATRG:
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1. —MEAT Azure 1153,

RN B AR AR .

ERAFIBCEYFA Azure CLI,

HHRIGAY Key Vault )[REHAEAHTHNRE, HEHREEZEN.

FELER

FILRRiER

B, FILATEIEEER Key Vault INFRER, LABREIZIIET Key Vault BIEARRETL.

P w0 BN

=19 Key Vault

1. BF Azure [,

2. SHMEIFEIBH Key Vault (BRERERE) .
EEMSAE R 5B, 1HEEER".

4. EANGIRRGEHRESHD" B FELT.

5. AEFBMEENE, & TRED" FHRESHXM.
"NE TR SHIRESR EIALE,

o

o

{5F3 Azure CLI F{pIIA Key Vault BIFFBEER. HEHHES.

# BB

az keyvault key backup

--vault-name <SourceKeyVaultName> *
--name <KeyName> "

--file <KeyBackupFilePath>

# EOATENIE

az keyvault secret backup °
--vault-name <SourceKeyVaultName>
--name <SecretName> *

--file <SecretBackupFilePath>

# EGHTEUED

az keyvault certificate backup
--vault-name <SourceKeyVaultName> *
--name <CertificateName> *

--file <CertificateBackupFilePath>
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EBIRXIHEIZ Key Vault

1. & Azure [P, SE/EIEER".

2. EERHFIEE Key Vault’,

3. ESBIE Key Vault NEAER, FEREMXE (AIEAKXE) .
4. SERREEE, HEFHFREBETK.

5. BECE Key Vault (E T AEARIEHIE A%,

f5F3 Azure CLI 7E BArXIEBIEE—NETHY Key Vault,

# BYEE Key Vault

az keyvault create

--name <TargetKeyVaultName> *
--resource-group <TargetResourceGroupName> *
--location <TargetRegion>

RS Key Vault i35

1. SAEIFER Key Vault (EBFRERE) .
2. EEMSHENSRED, EE =R
EAMN S RE ERED &,

4. EENNEHXHE, FERRLREH.
TR SOIRERIFSR DAL R,

w

o

{£F8 Azure CLI 1S&DRIEIRINEEI B FRXIEATHT Key Vault H,

# BB

az keyvault key restore

--vault-name <TargetKeyVaultName> *
--file <KeyBackupFilePath>

# RN

az keyvault secret restore
--vault-name <TargetKeyVaultName> *
--file <SecretBackupFilePath>

# G EHTEIUEB

az keyvault certificate restore
--vault-name <TargetKeyVaultName> *
--file <CertificateBackupFilePath>

M AEFIE

SR PR FECEEAT NIEMHT Key Vault HEFISHNIX LR FHER.
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# BT eI 17 B E X (S IHTHT Key Vault
# BRI E R R T e /72

BEE St
. EASEAER, FIRERSERIENG Key Vaul,
2 BHRFTEMED. NERREBSEILER A,

# BT e R Z A R

sETmIs:

BIRER

SRR Key Vault FISFBRERFIEREST, SIAMIRRIRAGIE Key Vault AHESEATE,

az keyvault delete
--name <SourceKeyVaultName> *
--resource-group <SourceResourceGroupName>

[ShE

BT LR, 1BEEMIE Azure Key Vault \—MRIEIFRBEIS— X, BRREIBEEDFEES—
£, LIBREEERSIRS . MNRBIUTAER, LIS Azure BITSEERFR Azure BIR3TH.

THEEZ Azure Key Vault tHX(ER, 1BSE T

e  Azure Key Vault #F2

e  Azure Key Vault AR

BRI, BEREEAY Azure STIFEIRA.
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1X#% Azure Managed Disks

BR
o ET
o IIRLER
o BRI FEHZIRHAEE URI
o HE|2: SHEFHEIKF
= I 21: AzCopy
= 522 Azure CLI
o HB3: EEMINEFOEIRTERE

o HE4: GIFE VM

=)y

Azure EEHBBETERS VM HEXERAIFHEIK,, BT Azure BREIRHBRIIRSS (laaS) VM RIHEEHE,
BFELEERNE vhd X, RILTTEEREER AzCopy FTEREHH
AXHPRENRRTERESRIIRBIGIHZRNRES URI RSLTE#RE, AEERL URI THEESTE,
BET Vhd XHEBERXKEPEEFRATTETA.

FELER

S 1: FKHEZIFIZR URI
1. EMIFP, EBZUEEHE. ©5 VM UTFE—&RES, EEERE R,
2. FEAMINEEF RGBSR, BIFckAFEESE VM, SEEGENIN VM LS.
3. &N URI ZEARYRTIE], EAIARTIE]S 3600 &b,
4. HpE— URL,

5. E#liz URL. iz URL REESIREET—X.

SR 2: SHREEEKA

BEMAAALMNSSHI#HESHIZIBIFFEKF S, A305LL AzCopy #1 Azure CLI FRFFSTUABBEATNEE, A
B TIEE(ER.
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$IE 2.1: AzCopy

3 AzCopy 1T ETEMIRFR B EHIEI SRR BAOZREAKFT Blob Z5885h,
AzCopy <UIT:

azcopy copy "<iJ& SAS URI>" "<HB#x SAS URI>" --blob-type PageBlob
AT 2 BBrIan Sl

azcopy copy
"https://md-fvth500tz1jn.blob.core.chinacloudapi.cn/nd2vhh3gsbn2/abcd?sv=2018-03-288&sr=b&si=08af14df-4a

ea-444c-89de-06c251f213ae&sig=xxx"
"https://targetstorage.blob.core.chinacloudapi.cn/targetcontainer/newdisk.vhd?sp=rcw&st=2024-09-13T03:16:24
Z85e=2024-09-13T11:16:24Z&spr=https&sv=2022-11-028sr=c&sig=xxx"

--blob-type PageBlob

EEZE

- 1R URI FIEX MR IRIREIERS, JEEALIEE SAS SHEhT, - (ZFF-blob-type PageBlob ZF 5/ TE R 7
VEESLUTIE] Blob RIS, - BRI BIririE HIPEIRE, BRI EFIE SIS, LA#ER AzCopy
BEB TSR,

12 2.2: Azure CLI

f$5F8 Azure CLI BHEBRENFMESHIZEIBnMERZHEK, Blob =88R,
Azure CLI sp$00F:

az storage blob copy start
--destination-blob "<B#x VHD {45 >"

--destination-container "< BirfF &K A8 >"
--account-name "< BFRFAEMKF 2 > "
--account-key "< EFRFHENKF Key>"
--source-uri "<jJ& SAS URI>"

R, BBEILUBIT Azure CLI 5ERY 2208 10 FRENHZ5[A)55E URI A3REN SAS URI BUIHEE.
WRICEBTHAB TR AEITENE, XTRE—FMREFAR.

TESERMEA, BE (#5 Azure CLUSIETERRSH/SHZIEEK,.
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S 3: EBIRRIRReIEFHATERE

BT AT RTEEMAEEHE. LUTEE Azure FPHUTIZIR(ERITZIE: 1. &IPS, IEFHE > T8
B> 8. 2 WMAFHENETR. 3. ISERREA. 4. 7EFEXBT, &FEFMHE blob, 7/, M AzCopy tp<SEH!
Btx URI, S TRISSLALEERR URI, 5. (IREHIAIZ OS #ifR, BIEE 0S KA, MTHMHMERE, Bk
e,

$E4: Bl VM

SNRIFMIA, BEMITEILMERLFHTEHELE VM, LITERFNEI: * &P, SFeE, AEnEelE
VM, GEE—HFENX VM BIEthSE. * FIA PowerShell RIBIE, BESIYNIARRHLEEE VM,

BELLELR, SELMING Azure FEEHEN—MXIFIEBEIZ— X,
SRR RPN FREEE—, DIBREIEERREIRS .
FEEFIMRIERA, B ENTIAMEH TANHIRIE.

MRBENHARRE, BILAS%E Azure BASMISTELR Azure FIARZ IS,

THRESXTEE Azure RUITERIE, B55%:

o Azure ITEERLENHY
o THEMEET AP SREREZIHAER URI, LISHERE,
o THEAMEIEITS API MNIAEIEE blob BIEITERIE,
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1X#% Azure Storage Account

i

KETEESIEINANE Azure Storage Account A—MNXIENFRBEIS— M X, HF Azure NS EIEERIEAETK
PRXE, HNEEEISOINSFEIERELINTRE.

FoRFF
EFRER R, BRRREL TR
o HERIKFERRIIRSFITHREE BRI EZ5Ts.
o XITTNSIORE, BHRIRRNTIRHESIABRXEAISLIFIIZR.
o IRIEFHEKFRENAR, EEFEMZA, AJREREEBRRXETHREMEELA TMREIR:

o RN, WNERLBEFFFENAIEEH
o Azure Key Vault
o Azure BEt

o nHIP
o Azure TRHEIRS

o 188 Azure ITFFIMERITIE,

FBE BRI
SRR eSS

EEBITiET, GEEEEIATEIERE:

« Blob #ZFfif: FETXNSREFE.

o Azure Files: FFXHHE,

o Table 7Ffii: FiF NoSQL £uEFE.
e Queue Ffif: FFHETI.

A GERYRPRTLI

T RETEMI T RAEK P RIBR S TR AR R ERRE IEFEIL R AU AERK . X BIEERIRT

e Azure Web Apps
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Virtual Machines

Azure Kubernetes Service
Azure Container Instances
Azure Functions

Azure Batch

Azure Synapse Analytics
Azure Databricks

BEfh{HEREMEWFEY Azure RS

FishdE

MYED: EE— ISR/ MIRERE TERERE, BNEIFSIEREREHHFE O RAE3HTT.
FRiGEIE): ARIEFERA PEIRENA/), TSR NIRRT EATRE. ARSI AT e AU\
FHRAE,

=

TSI MRAIHENER, ATLMETBHEEEaRIREZ K RRERS, LB ESIER—
HRIXEL.

RIMULEN: YTHEERFUSESMENTR, FRINIBRBLBRR AT\ GYEIANE, NERES
PRI HEREL IR BImAT e A,

AENRIERIE ST

EREE . Bl —REEHIENEHOFSEHE BRXERIFMEIKF.

RERY: TL2E5TBE, EAEY Azure Data Factory, AzCopy HY /Sync 248} Event Grid SR &fitA
NEHZERBIEIRIEELEIEDN, BRIBIRETI~ENEERIREXR,

RE—HE: HE—REER, FIREFEKS ENERE, fUTREIXEERY, AEEIER
SIS EHRIFHEK .,

it SIEIIE

BIEFIXILL: EiXRIE, FREMEIRSIRAAIRIQMIT0RE (41 Blob A MD5 8 File A9 Content-MD5)
SRIGIFERRAISSENY, IRIREAER, S Bk havsiETe —5L

BEARIGIIE: BEHUEERED D SUEHTIFAALLYS, BIETEER. IhEHEHIFIER (ACL) &, MRIEBIEETX
LSRRI REAEL.

SFGIERE: Y TEEEKREETEENEME, T TEREIERETLLY, R —IER.

RXAEE

ST RIS ERI BRI R, BIRAUENSEmEE. FME2E. IR ERFRR (BTH
FEIEFERS) .
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FEHE

Storage Account

e  Azure Storage Account - }§ Azure FFEKFEFIEMNEIS — X,

Blob {Zfi#

XJF Blob 528

e  Azure Blob - {§if AzCopy £ Azure TZ{iK 2 [B/E1 Blob

o {FH Azure BUET /M Azure Blob &S HIIR
SF Azure IHEERLAR

o IRIBREMIE, Azure BIGSAHTEHBIIRVIEEMER. 1B 7 72 2025 5 9 A 30 HEIER Azure 3F
EENE RIRXIGREA.

o IBEE 15 Azure VM 1Ti8E! Azure HRYEE LA

Azure Data Lake Storage Gen2
o TILISFE AzCopy HHTIREWKF ZAEH
o TLAZE (FFH Azure #IE L) 3 Azure Synapse Analytics SilF1%5#a Azure Data Lake Storage Gen2 HfY
HUE

Azure Files
e  Azure Files - $F3HEM— SMB Azure SFHETFEEI S — SMB Azure SHHES

o (A3 Azure R M /A Azure XA TFIESHIETE

Table TZfi&

IRIBRAEMIE, FARINIEIS Table =FHiE 1IE#8E! Azure Cosmos DB for Table kP, WNREZLREE(EA Table
=&, L SE RSN EHTEIRINTR.

o BEUEITEE Azure Cosmos DB for Table i

o {FEFH Azure BB [A/M Azure RIFESHIEUE
5/ AZCopy #1TEHI

BRIBAIIRESZRF Table FRESHIAIE AZCopy V8 hitAs, Z/EHINRAS Azure Table FEERIEHIIIEEEARABZ
%, 1B2% XA Azure Storage Explorer 18 /5%,

{#F Azure Storage Explorer it {Ti¥#%
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RITREM
o  BELEERIRARY Azure Storage Explorer
£8] 1. EEIFEMBIRFENF

1. ¥JFF Azure Storage Explorer,

2. HEEAMNFREESRT, [/ERIIKE e EZE Azure 265"

3. FEHREESE (W@ Azure Active Directory, {SFITFEIKFERANZEE) .
4. FOREZRFFERFIIBREEIKE.

I8 2: ITF8 Table #B

1. £ Azure Storage Explorer 1, FEFFIRIFREIKF, HEETHHT Table,
2. GESEETBN Table, EE'SHZE".
3. EIFEtNMFEIKF, FHEWFT Tables,
4. BT Tables, HEIEFAMGE",
5. RERRRERER, BEIHIERLUNTMER
ERINIERER" source/tableName"EHZ] target/tableName”; BEH n LK
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EiER% Queue T7iERT, EINRAEHRKEEIZEHNGI, FIHRNEREFEEESAZIFBATIS, F5IRATEHE
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HXSHE M
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o BT Azure FEE{LL AzCopy HIMERE
o {FH Azure CLI EIEFMEIKFAREER

o [SBEEMIEREIE] Azure Blob fFHELELER
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1. —EHI Azure 115,

2. RXKIEF1ERXIEAIIR.

3. &% Visual Studio Code,

4. LEIEATF Visual Studio Code Y Azure RO =,

5. {#HH Visual Studio Code ERAHE X Azure.

FELE
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HRIRERX RN B R KISAT AR . BT EREURTEERBATREHSEE, FI40 Blob 7, =
fhily, SQL HiEES. HRIELRER, SIEXLEIR.

BUEEFREY Azure TR HrEL

EBERXIHEIEHAY Azure ROHTIRIL, WMNREHRBEESANIETEBIREE Azure AR, ELABNSIL
T8, BEATELER.

SAEETBi5in

f£ Visual Studio Code FRIEAMRIERPHENELSRSHNMBN Y, RE(*asaql)XXfd, FiEE
Submit to Azure”, PAEIRIRIBAEHITIRIE.
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FEUEREF, ERILUSERESARBIREEFEN Azure ORI, SREEREIE— NIRRT Azure ROHELL
SNEE.

File Edit Selection View Go Run

If\ = myASAProj.asaql ®
1

~ MYASAPROJ = myASA

Output
Input

Temperature > 2

SNEE

SNERIEECIE— NIRRT Azure ROMTRASAESR, [TREFERIERXE.

Select the job you want to submit
) Update an existing Azure Stream Analytic

o Create a new Azure Stream Analytics job

Subscription = (I

Resource group * (T

Cluster = (0

Region = (0

China North 3

ERE Job
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ELLIEBRY Azure iR HrELL

£ ERBX TR, A BEmRXKEEXEENEEH MR, TLUBE Azure NPELEREXIER] Azure 53
HriEll, FESEEMBERXIE Azure OHTIEIL,

[RENFRES Azure S Hr{EL

[STFRY Azure ROHTENL, FHIAEUEALE.

A\ N 3,
L S R
1. &Y Azure [ I8k Azure CLI MESSFEIVETRSHIETIER.
2. BN SRR RS ERANE,
3. SRR —ERRTE, TRAORANERE IRk,

EETmise:
A

SOSRBBAFH Azure TEANHRIEITIER, PTLUMMIRRISA B EIATESAR,
B4

BELLELR, BELMING Azure ROFEI N —MRKIEIEREISF— X, BREREIBIETFARES
—#, LIBREIEERSIRS . MRBIUTAEE, FJLISHE Azure BTISHEERR Azure BIR3TH.

BXEZER: *BITAA O TZIERBIFERRNR. BRSO E, * THRMEER PowerShell BIE7D
iRk,

WEHTERR, BERERIRA Azure STIFETRA,
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1X#% Azure Synapse Analytics T{EX

ANB—EDPIER, NMEWEE Azure Synapse Analytics TYERM— Azure KIFBEIS— MK,

Bt

A FRIL TR FHFFEATIEX, LT T AN R RIX A Azure Synapse Analytics &5 SQL
BRI AR RIX B FHIIAFX A, HEHHIXIFEIERT LIFIX, AT X BRI T

HEIE

TR, BRRECERESBLITRM:

1.
2.
3.

—NEXE Azure 1T,

TR A B AR AR BR

15EX 1% Azure Synapse TYEX5 Azure DevOps B, GitHub £, BFXIEMEE, iB505 Synapse
Studio FHTRRISEE,

EHUTHIZARIIRSS 88 %% Azure PowerShell #1 Azure CLI #8R, FEHTHIZAHIBRSS S8 E 2% Azure
PowerShell §J Azure CLI &bk,

HREBRFKIS P EFHOEFENEIRS (F1a0 Azure W28, Azure RN Azure TRHEEGIL) |
S HEBRI BRI, (NRRSSHFXIEHE) .

¥ Azure FRHEBEIEMXIE. BXEMER, BLSRIG Azure FHEKFBES— X,

YRR EF ERXE TYEX FAIER SQL ith&FRFN Apache Spark ithZFRIER.

& Azure Synapse T{EXEFIHB— 1 RIHAILE

¥ Azure Synapse T ERM\— M XEBEIB— M XERE—ZLRIRE. THEMELSR:

1.

£ BEtRX i elE— N Azure Synapse TEX, EIRTEIE— Spark itt, HEESHEXIHETIEXSF
EREEHER.

FRRRREFEEMEER SaL itirRE BiRXiE,

TEFH0IBEE SQL Server FEHAIBENBIERE.

BIEETCARSSEE SQL AN Spark HEUREEFINIR,

WNERE(FE Azure DevOps A EERESEINE, 154 Azure DevOps IREEMRFINZI Azure Synapse
ET AERYEEES (RBAC) Synapse B AHERE.

BARBIME (SQL A, £icA) | §HERS. €8, HUESK. Spark (RALE AR EFIEEM Azure
DevOps &fhEEEPEEBHRXiH Azure Synapse THEX,

& Microsoft Entra AP E;ZE7R1NZ Azure Synapse RBAC fifa. WNEREFEEIEEmRIE TSN, &
EIFH% Blob £25#&158) Azure TZ4#F0 Azure Key Vault ERFESEAHEEIRR (SA-MI),
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8. TERNAMIIMFHEE B S EMFEALRSES SQL EIBEIRIIZMEIKF, L, MATER Microsoft Entra FBF
12F"T7hiE Blob i£EVE "8 f7iE Blob 25& "R,

9. EIOIBBEFRBEMEITH (SHIR),

10. 7E£B#x Azure Synapse T/EXFrN HERFB M ERIEF] jar.

1. MNRTEXEBBEBETCERIANEH, VeIEMEEEEREEN,

12. WA BRI RET TIEX, HEFERRXE TIEXAIFTE DNS £8.

13. MRERTIEX PRI T ERARERERE, BEEMKIFETIEXFHaE—,

14. FEMEREPNTERETEEUAFBEEREHRE BRRKETEXZE, JUMRRXEFFITIE
X,

i3
SR 1: EBIRXIEEAEIZE Azure Synapse TEX

EARERS R, {RIG{ER Azure PowerShell, Azure CLI #01 Azure [P 6#E Azure Synapse T{EX, {RIGEIE—
EIRYEFI— Azure Data Lake Storage Gen2 MK, iZMKFIS{ES PowerShell BIZNFN CLI BIZARBI—ER5>, FBIE
TEXMENAEFNE. BEETEEIITE, 1B DevOps A EETERIXL PowerShell 5 CLI BIA,

Azure [ JR

EHEM Azure FRIETIER, BREBENT: i Synapse TIFXFAIEERIRIE,

Azure PowerShell

LTI {#EFE New-AzResourceGroup 1 New-AzSynapseWorkspace cmdlet BJiE&RRZEF] Azure Synapse T{E
Zﬂ

BERESER Azure PowerShell ZEEFIE R China Azure Cloud, BE T HEIMAIEAR Azure =Z AR, 1B

25 Sign in to Azure PowerShell interactively,

tEEIRE
PowerShell

$storageAccountName= "<YourDefaultStorageAccountName>"
$resourceGroupName="<YourResourceGroupName>"
$regionName="<YourTargetRegionName>"
$containerName="<YourFileSystemName>" # This is the file system name

$workspaceName="<YourTargetRegionWorkspaceName>"

$sourcRegionWSName="<Your source region workspace name>"

$sourceRegionRGName="<YourSourceRegionResourceGroupName>"
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$sglUserName="<SQLUserName>"
$sqlPassword="<SQLStrongPassword>"

$sqlPoolName ="<YourTargetSQLPoolName>" #Both Source and target workspace SQL pool name will be same
$sparkPoolName ="<YourTargetWorkspaceSparkPoolName>"
$sparkVersion="2.4"

New-AzResourceGroup -Name $resourceGroupName -Location $regionName

8l Data Lake Storage Gen2 I

PowerShell

#If the Storage account is already created, then you can skip this step.
New-AzStorageAccount -ResourceGroupName $resourceGroupName *
-Name $storageAccountName *
-Location $regionName
-SkuName Standard_LRS *
-Kind StorageV2 *
-EnableHierarchicalNamespace $true

g3 Azure Synapse T{EX

PowerShell

$password = ConvertTo-SecureString $sqlPassword -AsPlainText -Force
$creds = New-Object System.Management.Automation.PSCredential ($sqlUserName, $password)

New-AzSynapseWorkspace -ResourceGroupName $resourceGroupName *
-Name $workspaceName -Location $regionName *
-DefaultDatalakeStorageAccountName $storageAccountName *
-DefaultDatalLakeStorageFilesystem $containerName *
-SqlAdministratorLoginCredential $creds

ERFEREERNUMSIETFX, BRZEAFIEIMNMIZSE ManagedVirtualNetwork”,  EZF4 T ##A] FRY
B, BERITE R MNEEE,

PowerShell

#Creating a managed virtual network configuration
$config = New-AzSynapseManagedVirtualNetworkConfig -PreventDataExfiltration -AllowedAadTenantldsForLinki
ng ContosoTenantld

#Creating an Azure Synapse workspace

New-AzSynapseWorkspace -ResourceGroupName $resourceGroupName *
-Name $workspaceName -Location $regionName *
-DefaultDatalakeStorageAccountName $storageAccountName *
-DefaultDatalakeStorageFilesystem $containerName *
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-SqglAdministratorLoginCredential $creds
-ManagedVirtualNetwork $config

Azure CLI

It Azure CLI IAE QI %E4R. Data Lake Storage Gen2 WKFFISER S, A5, 6§ Azure Synapse T{EX

°

BERESER Azure CLIHERFNER China Azure Cloud, BHE T #IMIEARR Azure =Z /B, BESIR
Azure =EIES Azure CLI,

elfE it
Azure CLI

az group create --name $resourceGroupName --location $regionName

8% Data Lake Storage Gen2 M

LU TNHIA SR E K FIAES.
Azure CLI

# Checking if name is not used only then creates it.

$StorageAccountNameAvailable=(az storage account check-name --name $storageAccountName --subscription
$subscriptionld | ConvertFrom-Json).nameAvailableif($StorageAccountNameAvailable){Write-Host "Storage accou
nt Name is available to be used...creating storage account”

#Creating a Data Lake Storage Gen2 account
$storgeAccountProvisionStatus=az storage account create
--name $storageAccountName *
--resource-group $resourceGroupName *
--location $regionName *
--sku Standard_GRS *
--kind StorageV2 *

--enable-hierarchical-namespace $true

($storgeAccountProvisionStatus| ConvertFrom-Json).provisioningState}else{ Write-Host "Storage account Name
is NOT available to be used...use another name --  exiting the script..."
EXIT}

#Creating a container in a Data Lake Storage GenZ account

$key=(az storage account keys list -g $resourceGroupName -n $storageAccountName|ConvertFrom-Json)[0].valu
e

$fileShareStatus=(az storage share create --account-name $storageAccountName --name $containerName --acc
ount-key $key)if(($fileShareStatus|ConvertFrom-Json).created -eq "True"){ ~ Write-Host f"Successfully created th
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e fileshare - '$containerName'"

}

g3 Azure Synapse T{FX

Azure CLI

az synapse workspace create
--name $workspaceName *
--resource-group $resourceGroupName *
--storage-account $storageAccountName *
--file-system $containerName *
--sql-admin-login-user $sqlUserName *
--sql-admin-login-password $sqlPassword *
--location $regionName

LECHITERIIMEG, BE LAMAFEESE --enable-managed-virtual-network, BXEZET, B2 L
VEXITEREHARILS,

Azure CLI

az synapse workspace create
--name $workspaceName *
--resource-group $resourceGroupName
--storage-account $storageAccountName *
--file-system $FileShareName *
--sql-admin-login-user $sqlUserName *
--sgl-admin-login-password $sqlPassword *
--location $regionName *
--enable-managed-virtual-network true °

--allowed-tenant-ids "Contoso"

1= 2: GlEE Azure Synapse T{EXBAAXESFAN]

RIBTIERE, ATIEKZMBEXEMN, 5 IP REIE—EEEA. AILAM Azure [JPEE{EFE PowerShell &
CLI InBH kS,

Azure [ JR

BEERKIRETHAN IP ISEE, N ENFEEEERF .
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e et | Firewalls

Synapse workspace

‘» Search (Ctrl+/) Save >< Discard —+ Add client IP

5 Locks

0 The IP addresses listed below will have full access to Azure Synapse workspace ‘synapse-

Analytics pools :
westeurope-ws'.

w SQL pools
& Apache Spark pools Allow Azure services and resources to access this workspace
Security
; Client IP address 49.37.148.245
@ Encryption
E&E Firewalls §8 Rule name Start IP End IP
B Managed identities allowAll 0.0.0.0 255.255.255.255

¢l Private endpoint connections

® Approved Azure AD tenants

Azure PowerShell

IE1TLATS PowerShell 65<, 1BITEETHATILER P SRR IMBIXESMN., ARIBIRAVEKEFT 1P HEUSEE.
PowerShell

$WorkspaceWeb = (Get-AzSynapseWorkspace -Name $workspaceName -ResourceGroupName $resourceGroup).
ConnectivityEndpoints.Web
$WorkspaceDev = (Get-AzSynapseWorkspace -Name $workspaceName -ResourceGroupName $resourceGroup).
ConnectivityEndpoints.Dev

# Adding firewall rules
$FirewallParams = @{ WorkspaceName = $workspaceName
Name = 'Allow Client IP'
ResourceGroupName = $resourceGroup
StartlpAddress = "0.0.0.0"
EndlpAddress = "255.255.255.255"

}

New-AzSynapseFirewallRule @FirewallParams

ETLATHIAL S TIEXAEETMR SQL I=HIRE:
PowerShell

Set-AzSynapseManagedIdentitySqlControlSetting -WorkspaceName $workspaceName -Enabled $true

Azure CLI

Azure CLI
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az synapse workspace firewall-rule create --name allowAll --workspace-name $workspaceName *
--resource-group $resourceGroupName --start-ip-address 0.0.0.0 --end-ip-address 255.255.255.255

ETUATHIALEH TEXAEEINR SQL I=HIRE:
Azure CLI

az synapse workspace managed-identity grant-sql-access

_-workspace-name $workspaceName --resource-group $resourceGroupName
I8 3: 8Ii Apache Spark jtt!
PRI TR e FRRORESREE Spark i,

Azure [JR

EEM Azure [JPEIRE Spark ith, BEREREND: FE Azure | JFHETIRSSES Apache Spark it

{RIERTLAIRERIRIZEN ] {85/ Synapse Studio B2 TARSSES Apache Spark jthFRAYZEEE, M Synapse Studio ElJzE
Spark i,

Azure PowerShell

LUTHIASBIE— Spark itt, EFEERMNEEAEM— M EMEFTR, UER—1ES 4 Mzl 32 GB
RAM RY/NBUEFEER/N., EEHE, ERSRXET{FX Spark ithILEC,

PowerShell

#Creating a Spark pool with 3 nodes (2 worker + 1 driver) and a small cluster size with 4 cores and 32 GB RAM.
New-AzSynapseSparkPool

-WorkspaceName $workspaceName *

-Name $sparkPoolName *

-NodeCount 3°

-SparkVersion $sparkVersion

-NodeSize Small

Azure CLI
Azure CLI

az synapse spark pool create --name $sparkPoolName --workspace-name $workspaceName --resource-group $r
esourceGroupName *

--spark-version $sparkVersion --node-count 3 --node-size small
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&z
T 4: R[FEHMH saL ith
NEHTTREDHER

EE(EMA Azure [JFF0 PowerShell N Bt 0 IRRER SQL jith, {EZI87E Azure Synapse Analytics FREHIIA
JREF SQL itk

FERERIETEXEMA saL ithpER S#{TER

FERRKETEXER SQL HRRIGER SQL RREIBRXIETEX, TILAGER Azure [JF. Synapse
Studio & PowerShell NERRFHTIAIR, WMNRRXIEHAATIE, WIEERIHERHTIER.
ERKEHTERRAEIE, ESEEH QLI (LRI SQLDW) HIFFENIRRRS,

Synapse Studio

£ Synapse Studio F1, ATLMERERRMNITRFEUHITERIARER SQL ith. EEEA SQL ey, #E"Hit
RE'T, BFERRFEEIEX, MITENFEEENR. MREETHAFENIERR, BERERER
saL i, BN, AILUSERHNEIERSR.
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https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/sql-data-warehouse-restore-from-geo-backup
https://docs.azure.cn/zh-cn/synapse-analytics/sql-data-warehouse/sql-data-warehouse-restore-from-geo-backup
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Create dedicated SQL pool

*Basics | *Additional settings | Tags  Review + create

Customize additional configuration parameters including collation & data source.

Data source

Start with a blank dedicated SQL pocl, restore from a backup or leverage a restore point to populate your new dedicated
5QL pool.

Use existing data * 'Z:\_ None Backup :ZI

i ] Leverage a restore point from any dedicated SQL pool in this subscription
to recover or copy from a previous state. Learn more o'

Server ar Workspace * (O ‘ Y4 |
Dedicated SQL pool name * (O ‘ sglpooll ~ |
Restore point type * @ Automatic restore points O User-defined restore points

Earliest restore point 2021-06-07T11:50:32 UTC

Newest restore point 2021-07-27T15:50:32 UTC

Select restore point | 07/27/2021 = || 15:50:22 ™ uTe

Restore points are created at least every 8 hours

AT (oo ] [ ]

EE SQL it

Azure PowerShell

BITLAT PowerShell IANERTIEX, IWHAERETEXEMA SQL tthSEIERSR, EEFRIIERFIER
SQL ith. FEIETIZMIAZE, BHIERERBIM DW100c EHFTFTERIE.

EE AP TEXPRIER SaL it S FRAI%AERE.

REUER = :
PowerShell

$restorePoint=Get-AzSynapseSqlPoolRestorePoint -WorkspaceName $sourceRegionWSName -Name $sqlPoolNa
me|Sort-Object -Property RestorePointCreationDate -Descending
| SELECT RestorePointCreationDate -ExpandProperty RestorePointCreationDate -First 1
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& Azure Synapse SQL thEIR ID #i%79 SQL #UERE ID, ENERILES{(IZEZ SQL #iERE ID.  fian:
/subscriptions/<Subscriptionld >/resourceGroups/<ResourceGroupName>/providers/Microsoft.Sql/servers/<Wor
kspaceName>/databases/<DatabaseName>

PowerShell

$pool = Get-AzSynapseSqlPool -ResourceGroupName $sourceRegionRGName -WorkspaceName $sourcRegionW
SName -Name $sqlPoolName
$databaseld = $pool.ld *

-replace "Microsoft.Synapse”, "Microsoft.Sql"

-replace "workspaces", "servers"

-replace "sqlPools", "databases"

$restoredPool = Restore-AzSynapseSqlPool -FromRestorePoint *
-RestorePoint $restorePoint
-TargetSqlPoolName $sqlPoolName *
-ResourceGroupName $resourceGroupName *
-WorkspaceName $workspaceName *
-Resourceld $databaseld
-PerformanceLevel DW100c -AsJob

AT SIRERERIBERIIATS

Get-Job | Where-Object Command -In ("Restore-AzSynapseSqlPool") |
Select-Object Id,Command,JobStatelnfo,PSBeginTime,PSEndTime,PSJobTypeName, Error |[Format-Table

RIREH SQL ithig, £ Azure Synapse FEIZEE SQL BRE. EE0EMEERS, BERBIEEZEHN
SSIEIRE,

MRBF—EFER K, FEBITKEEA saL it RMIEENS, P3IFIEHRBEFRKINER saL i, 1Al
LA EBIS SHEHEREYS DOL, ERNRHTER, ARBELIESHEHIESHIZIBinm, VWILSENT
NE. * FREEL BT TEURER, ILASEER Azure #0E T & Synapse EEEEUENNZE] Azure
Synapse Analytics 5f * {§F8 Visual Studio #1 SSDT j&E#ZEH SQL itt, AILAS®E(FEH Visual Studio #1 SSDT 1EZE
Azure Synapse Analytics AL A SQL it (LABTFR/ SQL DW)

IR 5: GUEETTARSSES SQL ith, Spark jth&EEEFINISR

(RTCEEWINRIRTIRSS 2 SQL BHIREEA Spark ith, {FA—MAJEERIRRTTIE, (RAJLL:

1. BIREICAF SL WA, HhAaBTERCIEMBMT Spark ith. FiRSS: SQL th#dERE. &. &
BMEEMERGSERNAFIRE. HXEIMBEN Azure DevOps B GitHub,

2. WMREFHEKFLSIRESEN, BHHRAIBREEEERIEMEIKFETR.
3. tlEEE, INEFERXLEABNE. £EFRKE T EXPHTXEEER, BEEmRXETFX
SRElE Spark SQL #iEE. 7iRSS=: SQL ith#dERE. INREIREIR. ME. AeLURBFIR.
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4. KR TFXS Azure DevOps SRR, IXEATBIE IS AFEEN—RD. e, RAULMERL
% 6 iEZIRY DevOps K EERFXLABI B HER BIRXE TIFX.
5 HEBEHMXETEXH, FiRXLEE.

i1 6. (HF CI/CD SpEIREEE

EE 7 REAIE Azure Synapse THEXS Azure DevOps &Y, GitHub ££5%, ARSI BEER B TIEX
, 1BIRAR Azure Synapse T/EXHYIFELEERANISFELAS T (C1/CD) BRI TRIRIE,

B ITFXS Azure DevOps &hkfa, {REKEII— 479 workspace_publish (99337,  IEDZBETIFXER, &
WRPEIEEICA. SQL A, HUEE. THERSS. B8, AR Spark fRlENFIEREX.

XNEEH Azure DevOps FiEENREAE S 7 TEFEMAGN TIEX SRS,

4 TestRepro : i* workspace_publish
o synapsedemoworkspacel1 Template ForWo rkSPHCE,jSUn
i} TemplateForWorkspace json Contents History Compare Blame

[ TemplateParameters FarWorkspace json

: ol 4 T, R - A das
Ml readmemd You updated ¥ workspace_publish Wednesday

&7~ workspacepublish FFEEE.,
BILAER T/EX#8HRiEId Azure DevOps A fhE BB BIEESES TIEX.

WRTHEXKE GitHub 8 Azure DevOps 55k, NARFRNEFHCIEHRE BEN PowerShell 5 Azure CLI i
X, LUSFBEIME. 8. RS, SR, MKRET] Spark B XHERI BRI TEKX,

&E

IS FEERRAMTEFEBEFBRIME, UESXRKIETFXFHI Spark FICARSS R SQL ith. JISAMEERTE
BUE(IESL.

.IJ: . = Sl =
S 7: QIRHESIETH
EEOIE SHIR, IBIRREIEIECE B AR THI RIS BRIRIE.

B 8: MITEIRHSDEL Azure S8

FEKIAKSIN Data Lake Storage Gen2 Mk EASHr TIEXAYEE MR ELD Storage Blob Contributor 15[aMNR, [F
RIERER SA-MI i TBMIIENEFMEIKF LS EHIERER. AT BFFMENKFE Microsoft Entra FBFH]
{H43EC Storage Blob Contributor &} Storage Blob Reader if3/aJffR.
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Azure [ JR
FRBB(E TR RS T IR TS S T2 Blob RS 55 G S TRA TIERMIESIRA,

Azure PowerShell
1205 Blob HiES 55 A EE THERIGESIRA,

1E1570% Blob RS 5& FINEIEMEIKP LN TEXIEEIRR. 117 New-AzRoleAssignment BRI HIEIR, &R
9" Exception of type 'Microsoft.Rest. Azure.CloudException’ was thrown.”, {BE&EFENKF _ESIEFTEEAIN
PR

PowerShell

$workSpaceldentityObjectID= (Get-AzSynapseWorkspace -ResourceGroupName $resourceGroupName -Name $
workspaceName).ldentity.Principalld

$scope = "/subscriptions/$($subscriptionld)/resourceGroups/$($resourceGroupName)/providers/Microsoft.Storag
e/storageAccounts/$($storageAccountName)"

$roleAssignedforManaged|dentity=New-AzRoleAssignment -Objectld $workSpaceldentityObjectID
-RoleDefinitionName "Storage Blob Data Contributor”
-Scope $scope -ErrorAction SilentlyContinue

Azure CLI

RENTEXITETRRIIAEEFR. ZE ID F1E(K ID, AGEEFE Blob #iES5E Azure BEIRINZEI SA-MI,
Azure CLI

# Getting Role name
$roleName =az role definition list --query "[?contains(roleName, 'Storage Blob Data Contributor')].{roleName:role
Name}" --output tsv

#Getting resource id for storage account

$scope= (az storage account show --name $storageAccountName|ConvertFrom-Json).id

#Getting principal ID for workspace managed identity

$workSpaceldentityObjectID=(az synapse workspace show --name $workspaceName --resource-group $resource
GroupName|ConvertFrom-Json).ldentity.Principalld

# Adding Storage Blob Data Contributor Azure role to SA-M/

az role assignment create --assignee $workSpaceldentityObjectID

--role $roleName *

--scope $scope
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ST 9: L Azure Synapse RBAC §i&

HFFEREERED BT EXBFRIIRMAEFISIRE. LAT PowerShell 1 CLI AR Microsoft Entra 3
iR BirXig TEX =AY Synapse EIERAE.

EESKERRE Azure Synapse RBAC AR FR, 1525 Azure Synapse RBAC A,

Synapse Studio

EE7E Synapse Studio FFRINELMIR Azure Synapse RBAC 58it, 1BH&RBUN{E7E Synapse Studio FRETE Azure
Synapse RBAC F &0 EL PRI BIRIE.

Azure PowerShell

LR PowerShell BIAET#E Synapse EIERFEBHECHRIIZ] Microsoft Entra FEFEAE. (RAILMEL TS HER
-RoleDefinitionld SEE¥t -RoleDefinitionName, LUEFFHINEITEX :

PowerShell

New-AzSynapseRoleAssignment *
-WorkspaceName $workspaceName *
-RoleDefinitionName "Synapse Administrator"
-Objectld 1c02d2a6-ed3d-46ec-b578-6f36da5819c6

Get-AzSynapseRoleAssignment -WorkspaceName $workspaceName
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B Microsoft Azure i t 22 Z B¢ =w

ARV TR ARG, 18509 Azure Synapse RBAC - CLI,

$E10: HETIEXE

BIraLEN TR G EERF X, SEEMHT EETIEXREANERE, 1B208 Microsoft Azure Synapse

Analytics Artifacts Z i,

= 11: SR

EEBFXIEL Azure Synapse TAEXIREIAEH, BIRIRANA7Y Azure Synapse TEXIZEIIAHEHIPRILER
184%.

1E : -
£ 12: QERETREER

ST B T (X PR T P PR S PR e, IOl R R e,
#+H

NRFERFF AR TR, BMREFRRETFX. Alt, SAIPPRIERIRERIRIFRE, SFzITFX,
AIEIRER RIRA TURERAY R

h=
B

EEERERF TR IR, BEURBRREFN TR EMRRERKIETEX. 7lth, SMIFFEHEE
WEEZIEERKE T EXARIRA, BRIz TEX, AR RiRE TURSRHY MER".

BXEZEE: A THR Azure Synapse Analytics, * 1EH T Azure Synapse Analytics B0 #E, * 1540
TR BXEEEEMNZE! Azure Synapse Analytics FRIE A SQL BHIERIEMIE. * IFH T HE SHTNEER Azure
Synapse Analytics FHYEZ A SQL itt, * iF4H T ## Azure Synapse ITEEREHANES, * 1T Azure Synapse JE& %

\\\\\\\\

BRI, BRG] Azure STFFEIRA.

49


https://learn.microsoft.com/zh-cn/cli/azure/synapse/role/assignment
https://www.nuget.org/packages/Azure.Analytics.Synapse.Artifacts/1.0.0-preview.10
https://www.nuget.org/packages/Azure.Analytics.Synapse.Artifacts/1.0.0-preview.10
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https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-managed-private-endpoints
https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-managed-private-endpoints
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https://learn.microsoft.com/zh-cn/azure/azure-sql/database/recovery-using-backups
https://github.com/hdinsight/hdinsight.github.io/blob/master/hive/hive-export-import-metastore.md
https://learn.microsoft.com/zh-cn/azure/hdinsight/hdinsight-hadoop-provision-linux-clusters
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https://learn.microsoft.com/zh-cn/azure/hdinsight/hbase/apache-hbase-migrate-new-version
https://learn.microsoft.com/zh-cn/azure/hdinsight/kafka/migrate-versions
https://learn.microsoft.com/zh-cn/azure/hdinsight/interactive-query/apache-hive-migrate-workloads
https://docs.azure.cn/zh-cn/hdinsight/
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https://docs.azure.cn/zh-cn/storage/common/storage-use-azcopy-v10
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https://docs.azure.cn/zh-cn/automation/
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https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#log-analytics-contributor
https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#monitoring-contributor
https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#monitoring-contributor
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-log-analytics#prerequisites
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-log-analytics
https://docs.azure.cn/zh-cn/azure-monitor/app/create-workspace-resource?tabs=bicep#how-do-i-move-an-application-insights-resource-to-a-new-region
https://docs.azure.cn/zh-cn/azure-monitor/app/availability
https://docs.azure.cn/zh-cn/azure-monitor/visualize/workbooks-move-region
https://docs.azure.cn/zh-cn/azure-monitor/
https://docs.azure.cn/zh-cn/azure-monitor/logs/log-analytics-workspace-overview
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https://docs.azure.cn/zh-cn/azure-monitor/app/app-insights-overview
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https://docs.azure.cn/zh-cn/site-recovery/site-recovery-manage-registration-and-protection
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-site-recovery
https://docs.azure.cn/zh-cn/site-recovery/azure-to-azure-about-networking
https://docs.azure.cn/zh-cn/site-recovery/vmware-physical-azure-classic-deprecation
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-backup
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https://docs.azure.cn/zh-cn/backup/backup-overview
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https://docs.azure.cn/zh-cn/azure-resource-manager/manage-resource-groups-portal#export-resource-groups-to-templates
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https://docs.azure.cn/zh-cn/event-hubs/move-cluster-across-regions
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[&]F chinanorth3,

"type": "Microsoft.EventGrid/domains”,
"apiVersion": "2020-06-01",
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"name": "[parameters('domains_yoz_eg_m_t_s_name")]",

"location": "chinanorth3, ",

8. {RIFIXIER.

EHiEtE

£ BRI BB Z AR A B A NI R

1. fE Azure [JFPh, EFBIERIR".
2. HEERDHPRNERGPE", A% ENTER,
3. EFEIREE".
4. EFOEE,
5. G TERIERRPARE CARIR .
6. EEINESUE", AEIRIGIEINEAE L —EBD TEHRT template.json 3Z{4.
7. EERERELMREZIER.
8. H'BHENHETLHITUTEER:
1. 5&E Azure 1T,
2. EEREGFKEPRNEIRIRE, SECIE—ERE.
3. MF'RE, BHAEESKE., MRERTIRERFE, VHREHNRE.
4. WFEHEB", BAZHBNFER.

65



=' Microsoft Azure & t 48 T B¥ ==

5. G EHEAF IR,

BHEMBE

MEEVEBRESE

@) New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now =

EEEE BE SRR

. L
BN
11 &8 % 2 oo
EER WESH CIE
DIEFEER
EETHELEECSSSEENMF. ERERAGIEE)afNEEREEE.
iTE* @ | Windows Azure Internal Consumption ~ |
HEE* O | (Z7IH) migration-test-dest ~ |
#E
LFEAER
i © | China North 3 v |
Domains_yoz_eg_m_t_s_name | yoz-eg-m-t-d /|

[« [ == | IR

6. 1EIRAVIERIIZE, BIERRERERN S kB EIR.

7. BREMING, BIAREEIEFEA", USHERFARN. WARRASTFER ML SRz,

NS PR,
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EFokiniE

BB, BMRRIRXEPATE.

IRFEEHITR, BMRREFRXETE, AESANIESMENRCIESSPRITE.
EBBIERA Azure [JFEMIFREE, BHRATIATEER:

1. £ Azure [JFTRESRIEREOS, BNSBHMIEE", RENERERFEE SRS
2. EEFEMRREE, AENTEERIEERR
3. TEHBATLE, MARBRRSMR, AEIEE MR

EBBIERA Azure PIREEEINERE, BRITIATEER:

1. £ Azure [JFTREBRIEREOS, BN'RFA", AENERERTEFR TRA" .
2. EEEMRAFIRE, AENTEERIEE TR
3. WAL, MARRENEIR, AEEERR".
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FERHMERAER
BR

o EIREM

o« HEH
o EIEE
o IOE

o EFELFE

TR

o SSERBREAT]: (EFR Azure RUEIS Blob FFRETHFRAME] Web L2455 (Azure [1F7) . SRR

\\\\\\

8. LTS REMEATRIEER. 5N ARSHNARS AR RAHREFHEK,.
o BRI RRXIE PRI LAEREA MRS,

S

EER, BAERRAEMR (Azure BT ) REXBMNERATRIRRESHRREEEMER,
1. EFRE Azure [JF,
2. FEAMEEERERFRA". R, EEAENET RATTINHERAENERE. FELUTRAIS,

ER Azure TFHEIKF. RREAGSTFMIKFREXKNRSER-.
(] migration-test-source # » -

[© m= | « e O EEEE - [ BBEEE ORF L SHEcY ¥ a7Es N 1]
273 LA A EE
B E=hEE T @3 : Windows Azure Internal Consumption $E : 3
A GRS T ID : €735ed96-144d-490a-92f3-ca9f122eelde {i7= : China Not
¢ e HHE (B « BAEED
1. #ETIETE
B/R B
= j—
L TSR ERST o X CESTR X Ty FoRss
& HE CEST1 2 ERR 2. [ ] SEREET O
0 =2k
L&t s 1y
@ TS o
- D & yoz-eg-sig-s FHMERGTE
I_: ET& D - y:zstgmd TRhEt
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3. TEAMBREFHZE TEEF SRR, ARELEE ISR TH,
& migration-test-source | SHEIR  «

iR | F
L BE | « |4 mm|hss & Em
9 PR a
! A\ Microsoft StoragefstorageAccounts/storageTaskAssignments ST5EE A B FOATIEER, SESESEAEE. -
W E=EE
il TEAIAREER e i . —=qs - .
R BESCTREAEE) ‘ 0 ==ssnummsnETEs, SWESNIEREENE, A [EESE SHERER,
¢ frC
. M assm O
4 BETIMTE =
=4 wE em
wE &« 1 1
> 252) 2 “$schema”: “https://schema.management.azure.com/schemas/2019-04-81/d
X BE . 3 “contentVersion”: "1.8.8.8",
= =R 4 “parameters”: {
o BE(8) 5 “storageAccounts_yozstgmts_name": {
[parameters('storageAccounts_y 6 "defaultValue”: "yozstgmts”,
= (Microsoft.Storage/storageAcce 7 "type": "String"
= [parameters('systemTopics yoz_ 8 _}_’ . .
= (Microsaoft.EventGrid/systemTof 9 systemTopics_yoz_eg stg s_name”: {
[concat(parameters('systemTopi e I'defaelt\lfalut.é :.. yoz-eg-stg-s”,
i = 'fyoz-sub-stg-wh')] 11 type”: "String
- (Microsoft.EventGrid/systemTof 12 }
. 13 3
[l [concat(parameters('storageAcc ™ .
& ‘/default’)] 14 variables": {},
? TR (Microsoft.Storage/storageAcce 15 “resources”: [
[concat(parameters('storageAcc 16 {
ooER "fdefault’)] 17 "type": "Microsoft.Storage/storageAccounts”,
i _ (Microsoft.Storage/storageAcce 18 "apiversion": "2e23-85-81",
i IS [concat(parameters(‘storageAce 19 "name”: "[parameters(’'storagefccounts_yozstgmts_name')]",
sirns "fdefault’)] 28 "location”: "chinanorth”,
e (Microsoft.Storage/storageAcce 21 "sku": {
@ HE [concat(parameters(storageAcc 22 "name”: “Standard_LRS”,
N 'fdefault’)] 23 "tier": "Standard"
& e (Microsoft.Storage/storageAcce 24 1,
o T [concat(parameters(storageAce 25 “kind": "Storagev2",
'/default/eventcontainer’)] 26 "properties”: {
— (Microsoft.Storage/storageAcce 27 "publicNetworkAccess": “Enabled”,
28 "allowCrossTenantReplication”: false,

4. BEINIFPTEHRY zip 3, FARAZSUHEERRIRMERIS AR, I zip XA SERFISE JSON X
.

5. 7ERMIESRIEESHFTIF template.json,
6. Webhook B URL KkESHZIENR, EIt, BEHITLATESER:
1. TEEIRSEH, #ZE WebHook”,

2. E'REREBINSE—THREBMI—NES () F/F. AlRflh, B2
“preferredBatchSizelnKilobytes™: 64,

3. N endpointUrl BEFEEIRERAY Webhook URL, #ILATNRFIFTR.

"destination": {
"properties": {
"maxEventsPerBatch": 1,
"preferredBatchSizelnKilobytes": 64,
"endpointUrl": "https://spegridsite.chinacloudsites.cn/api/updates"

L
"endpointType": "WebHook"
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&it
T EASENEHNIEER, FEREESSHEER. (RRFE location BIEEHTABIR
X, ™LA,

7. BERENRFEIERR location EFABRXKIEEMNE., XEAHABERATSEIXEZFR, 4140 China
North 3 Z &3 chinanorth3,

"type": "Microsoft.Storage/storageAccounts”,

"apiVersion": "2019-06-01",

"name": "[parameters(‘'storageAccounts_yozstgmts_name")]",
"location": "chinanorth3",

8. ESUFBELUEFMERPRFALREIFAT location,

"type": "Microsoft.EventGrid/systemTopics",

"apiVersion": "2020-04-01-preview",

"name": "[parameters('systemTopics_yoz_eg_stg_s_name")]",
"location": "chinanorth3",

9. {RIFXIER.

EiEkE

BERR, EEFXKEPAEEKFEZE— M EERKFAIRRER.

1. T£ Azure [JPHR, IS ISR,
2. EERDHPRNEIREE", AEKENTER,
3. IEEEIRERE.
4. EEOIE",
5. EF1ERERRPENE ISR .
6. EERINESE", SSRGS E—EBH TERT template.json 3Zf4.
7. ISR RELMRFZIER,
8. 'BEMHE TN LHITIUTEER.
1. 1E8E Azure 1T,
2. EEERKEPNENRRE, SELE— RRE.
3. MFRE", HAEEmKE., MREERTIHERFE, VREANRE.
4. MF'RFEBEIR, BRNGSFHEKFKERARFEAAIZIR.

70



=' Microsoft Azure & t 48 T B¥ ==

5 WTF'EMEKFEIR, BEMAEREBRXE EEAEMEIKFEIRTR.

BEMHBE

MEENEERS

€) New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —

nEER BE  SEFEE

B

BEYSHE

8 1 W4 2 o

ISR miEEE B[,
TRFEER
EETHLSECSSSEENNE. ERaFaIviEEaaNEEReaRE.
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#ZEH> © | migration-test-dest
#E

SCHFERER
Eig* © | (Asia Pacific) China Morth 3
Storage Accounts_yozstgmts_name | yozstgmid
System Topics yoz_eg_stg s name | yoz-eg-stg-d

] o T

6. TERHEREPER HPFEIE".
7. HHEFORTTEEEENMER, REIEE AR .

A\
JSuE
1. EMERE, AR,
2 EREATAL WISHCAREME (FEAFIEH Azure FHKE) FIRGEM,
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3. R34 E1EE Azure Blob HEFRRIREE, FFIGIE Webhook RREWEZEM. BXRIFHER, BSMH
BEHRIERIRER,

==

ERoyiaiE

EEmEET, BRI R X B R AT TR,
NREEENFS, BEERREIRAER, AEEE A EHEORSS hSR,

HEEMA Azure JFPIRREIRE (REBHR) | BHATLATERE:

1. £ Azure [JFTREBRIEREAS, BAN'RFA", AENERERTER TREA" .
2. IEEERRARIRE, AENTEEHEE BRERE"
3. WAL, MARRENEIR, AEEE MR
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FERHMEEEX ER
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o EIREM
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o EIEE
o IOE

A e
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o SERKBRIEAN[D: (EF Azure [JFH] Azure SRS EE N SHIEAE] Web 22450, BHUTILEER, LA
ERTLAME A S RIS ER.
o IEWRERTXEFALMEREMMSRS. SRSKERNTRU B,

S

HETRBE, BSHATZEEN THAERETEEEER,
1. BFRE Azure [JF,

2. HEEFREH, BN'BEMEER", REMERFIRPIEE SAMEER" .

I

Azure RS 25 EE () &g (0) #iFE (0) Microsoft Entra ID (0)
+ |-
SlEEE = =, EFMETER

O 457 Microsoft Entra ID shiEE

EEE

- 4. B
&R
EZFHAIE Azure BRI ERNEN FREE

3. EFESHEIRREERERAIER,
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= BRI | £ »

T ERESEREERSEEE S ERAE
|7 EEx | « oo @ eREE v O B L SHECY XS FFER

o TR T ST 248 SFEST B X HESTL X Ty mnEEE
Azure BT EESF 131 SERE 1S,
E: *E Ty BHRE T

B EHFEER migration-test-source
2N

BREAENTRRENFFEE

4. HE'EHREER L, BRAMERSEFRE" T SHER", AREETEE LR T .

yoz-eg-mts | SHEHR

SHREEE
[F = | « LOFE T BE A RE
= #ok
E EE=E O =EscEREATHFEER, EERIERE MRS S T S e .

F 3
fo A GRBNARER) aassn O
€ mo #gig e
B B 1

Az > £501) 2 "$schema”: "r_1ttp5:Hschema.management.azure.com/schemas,fz

. 3 "contentVersion”: "1.8.8.8",

Jdy FEE = =E(O) 4 "parameters”: {

. Vi ERR) 5 "topics_yoz_eg_mts_name": {

tit " T "
ey - [parameters('topics_yoz_eg_mit 6 defaultvalue™: "yoz-eg-mts”,
= BE “ (Microsoft.EventGrid/topics) 7 type”: "String
[concat(parameters(topics_yoz 8 }

- 4 parameters(topics_yoz_eg_mts. 1@ “variables": {},

Q # "-sub’] 11 "resources”: [
(Microsoft.EventGrid/topics/eve 12 I
o 13 "type": "Microsoft.EventGrid/topics”,
— R 14 "apiversion": "2824-86-81-preview”,
S il 15 "name”: "[parameters('topics_yoz_eg_mts_name')]",
. 16 "location™: "chinanorth”,
5t 17 "sku": {
R 18 name": "Basic
19 1

SRR > T TR EE

5. HEINIIFTEE zip X, FRZHRERENRERIOEANMRF, I zip XKHBEERIISE
JSON 37#4,

6. TEIREERIRIERRPITFT template json,
7. Webhook iy URL RS HEIEMR. B, BHUTIATER:
1. RS, Z"WebHook”,

2. E'BUSONSRE—ITHRERHRI—MNES () FF. AtxEFH, B2
“preferredBatchSizelnKilobytes”: 64,

3. 0 endpointUrl BHFISEIRERAY Webhook URL, 30LAFRFIFRD.
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"destination™: {
"properties": {
"maxEventsPerBatch": 1,
"preferredBatchSizelnKilobytes": 64,
"endpointUrl": "https://spegridsite.chinacloudsites.cn/api/updates”
by
"endpointType": "WebHook"

}

=t
STTFEMBEBISEAMERRF, FrEEMEaSHEENR, RRFTNF location BHEFHNBIR
X, IT™—FFh.
8. JEEBFEM location B ABRRXIEMNE. XIFHRKRERTTHERIIXISEZFR, 5140 China North 3
ZETF chinanorth3,

"type": "Microsoft.EventGrid/topics”,

"apiVersion": "2020-06-01",

"name"; "[parameters(‘topics_yoz_eg_mts_name’)]",
"location”; "chinanorth3",

9. RIFIXIER.

EfiahE

PEZERIAE B R el B E L ERE.

Dkk

1. TE Azure [JPHR, ISR QIERIR,
ERRDR RN EIREE", A% ENTER,
SR RARERE
priziz S cili =
ISR TEgRERR AR B SRR
TR NS, SAISRIGBANNETE L —EB5 A template json {4,
7. ISR RE LMRFZIENR.
8. H'BEMHE N LHITUTLE.
1. i%8E Azure 1T,
2. EEREBEHRKEPNENRFRE, SECE—RIRE,
3. MF'RE BAEESKE., MRERTIUERFE, VWHREHNRE.

o o & w BN
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4. WF'EREWR", BZERRMNFEIR,

HENXARE

MEESIEIRSE

o New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —
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5. TETREIREREE HEF IR
6. E'HEFIR T EEEESNSR, REIEEEE" .
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3. ERBHRERAEEATHER, BEHAERRZER. WIEREREAT Webhook SHA44EER.
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i

Azure Logic Apps B— 1 a¥a, EFaFe@MziTEstTERILULFAERRE. BEERTIR
THRRFTMTRAE BRI R TIRRR, ATLARERAE pEE RN EIEN A, SUR. IRSHRFNIIER. Azure Logic
Apps AJLLGEE O HFE B e BN A TAFR.

RIHEEEIESEAMTNE Azure Logic Apps N\—MXERFRBEIB— XK. ## TRESTF

EFRIERZl, BRREESELITRM:

SIER B NAE BN FASER IR FRIFTFBRIE— Azure 17159
AERIIIREMFRRNZFEERIR. RANTHE Azure 2T HEANILEER (Azure RBAC),

pE A= AL

REETE Azure BFASGT I BIRGEN S ERIZIE N A REEL,

HREAIE Azure TTFIPFIEA Azure KIFRERRNZIBN BEIFEIRT. JARRITEESEFAMRERNX
HAEERS, XLRFISNEEEHIMSENREIREE. fn, YT Azure KIFHRIEA Azure 1T
5, REEER— M RBEERERIK,.

BaERE, Azure ISEIEFHVERIR ID, BRI, SHERSAEIHN ID, HEHSHERHIIRIRREKAIE
A TR,

mTR., BREsXiE 2 BETBBENEZ e, WREHCIESEFISIETEE Open Authentication
(OAuth) B9ERE,

>0

REIG SRS AR (ISE) BBEIR— Azure Xigak Azure iTRHPEFERNS—MEIRE, 8% ISE BF
B Azure XIFEL Azure ITRRFAERIRIRA. 5, EHEBHZE, SRESENATIIER. &
BBKF. EEESFSFHEHY ISE B3I,

0

R

BSERIBRIE FIZEN FAEFZEIEM Azure FRE. XIFETE R, XF ERIEZEBHER
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HXSEHE

BISEZIEN AR, & Azure BIEN FARITHEE,
&7 Azure IBIER FHLA.
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Azure iHRIRERFR(ELL

Azure iR B7F 2022 &£ 1 A 31 HR2EH
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1X#2 Azure Service Bus

HEREERT, THRFESIERSBEHBETEN—MRKEBEIS— X, fli, TEFELE— I EEE
FEENMETE, BTN, W, BAEFEER— I REFBE—  eR=E, (FARERETL

—EB5.
THEMELSE:

1. BEKEFRRS S&aETESHE Azure BIRETEER,

2. EFERPEFEOME. b, WERPRRECAITRRRSS, FABPTEBREBOANN, REeB
e,

3. (FERZIEREIRS Sk mE = BRI BiRXE.

4. WUEERE, WIRCEBRXEFOIEGETHE. 7, ERMERITIH.

5. EEFTEEEEXIS service bus JRE (SR AccessKey FEHRXIZAT AccessKey,

A S
FoRFAF
TR BREKIESTFIKFERRY Azure IRSSREANTHEE.

S

HEMR, FSHRREERER, WERGSHEIARSEEHBTHNRE.
1. BF Azure [,
2. EFAERR, AREFRORSS&GETE.
3. H'IRSRGEHETHE L, EREAMNSRPN Bt T SHER",
4. IR SHER TR TE,

5. HEINIFTER zip X, FHISIZSURREMRERIFTIZATER, I zip R ERIRFISEL JSON X
.

6. TERREFERISUGEFFTFF template json X4,

7. #ZE location, FEZEMHEBRAKIGEHAEBFHEFR. XIFHIREEAHTSRIOXIHZFR, 51
40 China East Z[E]TF chinaeast,

8. MIBRLATEBINEIREN : Microsoft. ServiceBus/namespaces/topics/subscriptions/rules, Sl 7 BRI
HORIERNES () FFF, LR JSON B,
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1. ERBEMERHTEE, ERER L—F TSR] template json 324,
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AXHRSEERTEE Azure EEISKERR, BEENIh. NARFEH. BRiHATIFEX.,
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KERRIN AP AR EM TR — X,

o  THRRNEXERINAEFAEEEMTE—XE.
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o  BRERHMEFXEE, YANRRIEER. ERahidiETs, RRVER ID ASEN, Eib, SRR
FRIBER, SSERESRPR,

o MINEIEBHMNENGHMESEEIGELETIE. (REFEEHXKEPEREEIEE.

+

iz

EERELREEN: 1. SHER, 2. EXNSHER. 3. BRREER. 4. BRAEBUEAER.
ERJLASIR 1 X 2 [B)i2a]) Azure R SEZFPATEAMNFESER, RITBIIE.

B4

FEAF ST, BAEN RS TS IEE.
WERERNT(A|FER, TTLASE Azure B NAYEIEER Azure IR,

BXEZER:
* Azure FEH =M
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https://docs.azure.cn/zh-cn/virtual-desktop/move-resources
https://docs.azure.cn/zh-cn/virtual-desktop/
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* BXRBNRFEAIEREPERNESER, B2R EMAT Azure EEEAY Azure FHREIEEHER
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https://github.com/Azure/RDS-Templates/tree/master/wvd-templates
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1X#2 Azure Batch R332

BR

o @EN
o JTREFM
o ERI(E
o IRIE
o SihHElR

o (EHMUEIR

o El# Batch kF
o FEcE Batch ik
o HuET®

o IMIFSM

o BEER

=)y

RFMEEESEUTRG Azure Batch [REN—MREEBEI B — ML, BANSFANRIBLSRNESEIN,
TRIEREI FRITF 5.

FERLERT, RATsEBEIE Azure Batch RSN — M XIFBEIS— XK., 590, (RATREBEEBLASTIR

EWRSIT. BATEERE Azure Batch [RBERN—MXIEBEIS— XK, (BRI Azure BRETESER (

ARM #&#) kS Azure Batch [RSBSHIIIBECE. A5, FIA ARM EiRES — MK FEIiE Azure Batch RS
. B%%, ¥ Azure Batch [RSBECESWHIERSG, BTR, BRERUESHURE BRI, RE, BEXE
ROEREREEIFX IS, B/, 7E Azure Batch fRSHEFOIEMEL. fElitR]. (£5%.

TR
o THRIRAY Azure Batch RS ERRIARSSFITHREMERT BRI AT LTSS,
o EUF5 Batch MK KEXAYHT Azure BIRBNZEFTERXE. Hla0, EARG Azure TZAEIKFBENZEIS
— MR ERBIKRERRT Azure 2K, WNRFE, (RILSERREEREXE, B2, MR
Batch Bk S T{FREERVELD Azure RIRAITE—XIE, NMEBREREYF. AXRRCETHFE
IRPEEIEABXE, Azure iR, LAES Batch BKFERIF—EL
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HEIE

AR, BRHRECSEESLUITRM:

1. — B9 Azure 1T,

2. REIEFN BAREIRAIER.

3. Azure CLI E&REEEEYF.

4. HR Batch [RSZIKBIEALENES, HESIREESEEN.

FEL R

SRR
SHES Batch IKFIREFEEAI ARM 184K,
1. BFRE Azure ],
2. EIFFIERIR, ABISERIRAY Batch 1,
3. EERRE">"SHEIR,
4. EFEBOSBHESIE,
5. IR SHER TR T,
6. REUM Azure I REEIARUIAY zip FEAEXXMH, FHRRERIAE,

I, zip FEGESHE S ERAENRAY template. json 1 parameters.json FI/NST{,

(EpitstR
INEFHERIZAENR, LUER LA BRI IEERHY Azure Batch fRSS.
1. T£ Azure [JPHR, IR BIERIR",
2. EHERRSHHS RN EREE", AEK ENTER,
3. EFRERBE(ERBEEERTE) .
4. EEER",
5. &R TERERRPERME SRR,

6. RIS, AFEEFEEE—TITEHAY “template.json” 3 .
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https://portal.azure.cn/
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7. BATMCES B/ BfR Batch BKPETR .

"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentTemplate json#

"contentVersion": "1.0.0.0",
"parameters": {
"batchAccounts_mysourceaccount_name": {
"defaultValue": "<target-batch-account>",
"type": "String"

L
8. TEEFRXIEEIEE Azure FIRLEFN Azure IZHEIKF.
9. BT B ABEIRTE D, MER—MITAMRIELEEIE.
BT  BRABRRIRE.
BN B B RERENRF.
"storageAccounts_mysourcestorageaccount_externalid"; {
"defaultValue": "/subscriptions/<subscription-id>/resourceGroups/<target-resource-group>/provi
ders/Microsoft.Storage/storageAccounts/<target-storage-account>",

"type": "String"

}I

10. BT BN BERXE,

"resources": [

{
"type": "Microsoft.Batch/batchAccounts”,
"apiVersion": "2021-01-01",
"name": "[parameters('batchAccounts_mysourceaccount_name')]",

"location": "<target-location>",

1. IBXGERE, %R “template.json” ST ERY1R1E" .
8l Batch M
1. BASEREMEE:
o TP &E Azure 1T,
o WRA: HEERKEERE,
o [Xif: EIEEE Batch IRFFBENEIN Azure X1,
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2. RRIER "BEFEE>EE" .

ftE Batch A

Batch #KFHRIELIIREAR S SHENRIRS, FEIAERTY Batch KA HEFREIEXLINRE, &F:

o Rl (FMESS)
o Rtk

o P

o NAERE

SRR EEENIKFPRIIIEE. TLISHEIR Batch KPR T RAAECEIX LLINRE,

RIS

MREHIEBETE, HIANTFHETE Azure Storage FfY Blob, EEEHIZFAFEM,.

IEIES it

1. JSEI#eIERY Batch BRSS, HIIEHACE RRIEM,

# ZYLHFTHY Batch T FATGHEFIHEL, LAFREN TSI FANSS I
az batch pool list *

--account-endpoint <NewBatchAccountEndpoint> °

--account-key <NewBatchAccountKey> *

--account-name <NewBatchAccountName>

# FYLHFTHY Batch fkFRI AL

az batch job list *

--account-endpoint <NewBatchAccountEndpoint> *

--account-key <NewBatchAccountKey> *

--account-name <NewBatchAccountName>

2. EEMAES, TWRIH Batch RSASERAIBFL,
i L]

SNEREHIAFRY Batch BRSBIERIETT, ATLAMPRIEXIEAYIE Batch IRSBFIBXZFIR.

B LSRR, SBLAIIE Azure Batch RSN — M XEERBEIZ— XK. BRREISIEHFAEES—
£, LUBREIEERRSIRS T, MNRBIUTAER, AJLISFE Azure BIISHEEERFR Azure BIR3T.
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T IRAMEHAT Azure Batch IRERITRS, 1BESEIRY:

e  Azure Batch #f8
e 1 Azure | JPHEIZEE Azure Batch K
e {FF ARM 1&EH%BI%EE Azure Batch MK

EHAIEER, BERREAY Azure STFFEIRA.
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https://docs.azure.cn/zh-cn/batch/
https://docs.azure.cn/zh-cn/batch/batch-account-create-portal
https://docs.azure.cn/zh-cn/batch/quick-create-template
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1X#2 Azure Cloud Services

BR

. B
. SRS
. HETMHE

o IBLIE
o (FLERIRS
o HEEENEXH
o HEBEFXELIELRRS
o IIESR

o BERIR

sroe
=My
KXNE Azure =RRSS (JMEZHS) NI XIFBRB—XENAE. BEIEARSHEHE Azure =IRSS (IME
) MW— Azure KIFRBEIS— MK, FIHEIHRHENSEEF RS ENX (.csdef) . IRFBECE (.cscfg) FiR
S8 (.cspkg) MHEERXIEFERE Azure =IRS (IMIESZHE) . MITISCILE Azure =R (IMESZHF) I8

2| Azure BRI .

Bal, Azure mEESS (2H) BEFM, 7T 2024 F8 B 31 BMAEEFER. &) Azure ZR5S (L28) ]
]\iﬂ

SMAHs Azure =PRSS (R88) TR Azure ZfRS (INESFF) |, 1B5F Azure RIRSZSBEXRAVTZIMIA,
A S

FoRFF
1. BRI Azure RS (IMESSS) BRBWIEEMMES, BJLUER Azure I, Azure

PowerShell, Azure CLI 8 Azure FRETESSENR (ARM 181R) REEEWINLEE, HREFRCE (.cscfg)
{419 NetworkConfiguration T35 | FREHAMIZEFOFNA.,

SWFSRRSMTFR—EREFIEIINEG, (X5|HEIRSEE (.cscfg) MHFRIEINMEBRER BT,
WMRENEBIIRIRS IMESSE) MTFRNMNAEIERES, BEESE (.cscfg) XEFIEEREMLER
52EE Azure FIRETESE ID,

o [E—HEIRAFRIREIMRLE:
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https://docs.azure.cn/zh-cn/cloud-services/cloud-services-choose-me
https://docs.azure.cn/zh-cn/cloud-services/cloud-services-choose-me
https://docs.azure.cn/zh-cn/cloud-services-extended-support/in-place-migration-overview
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<VirtualNetworkSite name="<vnet-name>"/>
<AddressAssignments >
<InstanceAddress roleName="<role-name>">
<Subnets>
<Subnet name="<subnet-name>"/>
</Subnets>
</InstanceAddress >
</AddressAssign

o AERIFEFHIEIURILS :

<VirtualNetworkSite name="/subscriptions/<sub-id>/resourceGroups/<rg-name>/providers/
Microsoft.Network/virtualNetworks/<vnet-name>"/>
<AddressAssignments >
<InstanceAddress roleName="<role-name>">
<Subnets>
<Subnet name="<subnet-name>"/>
</Subnets>
</InstanceAddress>
</AddressAssignments >

2. ihEER: BEMERRNTRVAES Azure RS (INESTH) "NESS5E RESHEE.

3. ERAREFRE: Azure BPREEDFMES Azure =IRS (INESZTHF) REAAGIED. BIEBRINZIZHBER
B, PAEIEESIRECEXY (.cscfg) PROERIEN., ELMABTERER Azure EEIMHNERERR
EFENARE (FEFH) |, LMERIRS (INEFR) BRI RIENNEFEERREREETRIES.
BILATE Azure [JPREIREESHEERE, tBALMER PowerShell 8, WIRES=IRSHERNKEFNTIE
R RRRE .,

HEETE

EFFRZEl, ERRECSEESEUTRM:

1. — AR Azure 1T,

2. BRBAT Azure CLI, FHERESR,

3. IBWESEERXENEIRXEAMUR,

4. WHRIGHD Azure TRRSS (IMESHR) IRBIEAHUTIVES, HEMBEIEESSEND.
5. EBFRIIRSEN (.csdef) . IRSZECE (.cscfg) FIRRSSE (.cspkg) S,
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FELE

SIE=ARSS
B, EIEETBN Azure TIRS (INESZH) &R,
az cloud-service power-off *

--resource-group <ResourceGroupName>
--cloud-service-name <CloudServiceName>

HETC R

R Azure =R (IMESHE) IRSBENX (.csdef) . IRFBELE (.cscfg) FRSE (.cspkg) X, TTLABSLATAE
S

1. HEIRXIEERER) Azure =ERSS (FMESF) BIRXIMAY Azure TZHEIKF, TEFHEIKF SR EIRI AL
X, HITTE.

2. £ Visual Studio $(ZEISIRL Azure =ARSS (FNESZF) THE, EIT"+T8 THREER 4.

M EEFERRAES), ISR RN SE IR AR — L.

EBiIRXIgeIR=IRS

7 Azure BAREIRIER Azure =RSS (AMESZS) &BIR, ATLABELA AU
1. B Azure [JPERE Azure RS (IMESZRE) . SWEA Azure [JFEE=RSS (IMEZHS) .

2. J@id Azure PowerShell 282 Azure =IRSS (FMESTEE) , SUMER Azure PowerShell EBZ2=RES (YME
¥ .

3. BT ARM HEHRERE Azure =R (AMEXZSF) , &W(ER ARMEIRHLE=RSS (MEZS) .
4. BT SDK ZBE Azure =R (IMESZHF) , &MEMA Azure SDK BE SRS (FMESZR) .

IEIES iz

1. [SEIETBIERRY Azure =R (FMIESZHF) FHIGFELRE.
az cloud-service show *

--resource-group <ResourceGroupName> "

--cloud-service-name <CloudServiceName>

2. iR Azure RS (FMESHR) HRIREIERIZTT, HNEETREE5AMRSAI URL,
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https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-portal
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-powershell
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-powershell
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-template
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-sdk

B Microsoft Azure i t 22 Z B¢ =w

im IR
HIAST Azure TS (SNES) EMIETIE, LUK Azure TR (SHESH) FBXER,

az cloud-service delete *
--resource-group <ResourceGroupName>
--cloud-service-name <CloudServiceName>

B4
BT LR, 1EEEMI Azure ZfRS (FMESHF) N—MREFBEIS— X, BHEDIZEESDF
MeET—F, IIBERIIEEREIRS T, NREBENHAETE, STLASE Azure B HEEELFR Azure 5iK3Z

1

BH—E TR Azure ZIRSS (INESHF) AB, BESEREXRE:

° Azure =R (£HE) XHH
o B Azure =RSE (FBE) IRE Azure =R (IMNESTHF)

o Azure ZRSS (INESZHF) A

EHAEER, BRG] Azure STFFEIRA.
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https://docs.azure.cn/zh-cn/cloud-services/
https://docs.azure.cn/zh-cn/cloud-services-extended-support/in-place-migration-overview
https://learn.microsoft.com/zh-cn/azure/cloud-services-extended-support/?view=vs-2022
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1E#2 Azure Virtual Machine

BR

o fHhA
e  {FH Azure Resource Mover FTREIINANTERS
o FoREHF

o (EHFEIm
o 1IFEME
e  {$F Azure Site Recovery I {TREIMHANTRE

o R

Bk
AFEMEERESEITIG Azure EEHIL (VM) N—PMREGFREEIS— MK,

&AL ISR (R Azure Resource Mover HATREHANASTER 5i# (FF Azure Site Recovery #ATREHIANTER 975
IR,

{#F Azure Resource Mover i {TELWBNTS

ARG Azure VM BBIEIB— MR, BATRINER Azure BiREEEeE. HRELERRHIATI0: ~ BXE®
HRRNE—O, * 8 TR EFIFE TSR, (FREN—IIBER—ME. * B RRREN
Azure FIFRIEER, —HEIAKR, * PRERINEIRZBIKBIE—MEESE XEMTHEXERZE
—ig, MEESHE, ERREERKETEEIEIS N IFE. © MREERNEMRERKETNER, BER
X EFEREN]. * WK, MRS TERD, TSR, ARBEER.

B, BEASTERN VM 2R VM, EAZRENEN VM EEEiRE ELRERE.

hnEzfY VM TTEER: * BBEAT Azure BIENIFRMEN VM, BXIFEMER, B8H (£ Azure [1F8)E
#0002 Windows R,

* ERAZEFEENER (CMK) TR INIEHIRS IR INER VM, BXIFERER, B2 (55 Azure [ JF 915
B RS RERE P EENERHTIRSS SN,

FoRFF

EFE2 R, BERIEERER AT
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https://docs.azure.cn/zh-cn/virtual-machines/windows/disk-encryption-portal-quickstart
https://docs.azure.cn/zh-cn/virtual-machines/windows/disk-encryption-portal-quickstart
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal
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2
BEE SRR R I aRR.

TIPSR

BRERNESFENRRINT ESHE EE R,

> At ATEFRBEE"HIENR?

> BX Azure 1T IFPHHFEE IR FIE BX T IIEFRT, ZIREeH s B LT FIISITH 70 T E
1R (LB E RS #miR IMSI]) .

> EZLIEIR, HNERDIHTEIIBE (KRS SE B IIEHER) , BT aIIE R
BRI R HrEE IR, 1744 T/ Azure FBE,

VM 328§

o IEBERHH VM BEZIE,
o IRIFSESZHEAY Windows VM,
o IIFEFSTIFAY Linux VM FIRIAZARZS.
o BEEHHUIIE. FEMERE,
BHRTF
BRXE T REE BB REEERKETBHNER. MEREEMR, B5k AR
BiFREZA
WIFSEE VM BRI BRI KERENTIZRA. BEREN T E 2 REBEIR,

3T IR VM, EFEFUYNOIERSREELUTFEMG:

1.

ZIRREEER (Azure BLRINE)
SNSRES VM JSF Azure BEIN%E, NEERKEMBEGRKEFNERRERE. BXFAER, B389
BIEEESHIREEE.,
TR BRI FRIERRERE, (REEATIER:
o EHANIR: BMPETHRE (Get. List) FIINZXEE (Decrypt #1 Encrypt)

o HUERIR: YIZEERE (Get, List 0 Set)

o MEPF (List F1 Get)
HERINZE ((EA CMK RIBRSSERIRNE)
SNREEFRY VM 2RI CMK #HTIRSSRmINEN, NWHEERXIEFBERXIEPIREINESR. BXIF4H
SR, BEEOEEINEEE,
INREE AL LER (HSM #18) BTFEFEENER, WASHFEREZ @)%,
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https://docs.azure.cn/zh-cn/resource-mover/common-questions
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/overview#managed-identity-types
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/overview#managed-identity-types
https://docs.azure.cn/zh-cn/role-based-access-control/rbac-and-directory-admin-roles#azure-roles
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#windows-vm-support
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#linux-vm-support
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#supported-vm-compute-settings
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#supported-vm-storage-settings
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#supported-vm-networking-settings
https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits
https://www.azure.cn/pricing/calculator/
https://docs.azure.cn/zh-cn/key-vault/general/quick-create-portal
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal#set-up-your-disk-encryption-set

BB Microsoft Azure & # 42 T B =%

|
=0
EEHBHMER, SEERXKEPEEE BIA VM, SREFARESSEUR VM X, FHR—REIRE (EFEH
o) .
THRLE T EX B ZRMIIAE.
175 i
= BERIREETNTTEUE. SERTFETEYE, LRSI
IR ERORTS.
IRRRRS AL LABRN ARG TIE, LU ER IR RGEM

B
bR, EERXKETOIREIR.
2L ES FEFNTISNNS S RIIE.
Azt MBI TIIAFEER, EAERE, NN ST BT
XigrPIEFREA s U TAE.
MHASEREYE, EFEEI—RISERBIER.

BB E)
BEEXRTEMKETRE. KSUARBMPIBERNAE, BERxTZaidiE.

FEiRE
FRIE JB VM 2875 RS VM, SIS B Azure BIEEIESE IEXIE) VM 8 BEXEFEEIINZEH Azure

VM RS RIS UANER.

{§6F8 Azure Site Recovery B {TERIANEES
T ERIFER Azure KERBET Acure 150 (ASR) FTSciuOEEAEBeR) (ETImateE, 15200
(ETERTLASIR 15 VM EFEIE A Avure 5, AR B ATRS.

{BFAIITRINE {FF Azure Resource Mover B TRENIANER .

B8

ISHRREITS AR BRI, AEIREPFARES S, IIBRESIEERTIRS .

FEEFIMRIERR, B ENRIAMEEH TANHIRIE,
INFBERUEEEIRR, AJLASE Azure B/ XALEEAR Azure FIARSHE.
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https://docs.azure.cn/zh-cn/resource-mover/about-move-process
https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-virtual-machines
https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-encrypted-virtual-machines
https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-encrypted-virtual-machines
https://docs.azure.cn/zh-cn/site-recovery/site-recovery-overview
https://docs.azure.cn/zh-cn/site-recovery/azure-to-azure-support-matrix#region-support
https://docs.azure.cn/zh-cn/site-recovery/azure-to-azure-tutorial-migrate
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BEEHXT Azure VM HISERY:

o Azure FRIEHIN
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https://docs.azure.cn/zh-cn/virtual-machines/
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1X#% Azure Virtual Machine Scale Sets (VMSS)

=11y

EEIE Azure RIFIRBEIMNAMEEE(VMSS), BARSHRREERER, FRIBNIMNENEIETER, AEBE
FEBEI BRI,

RESHENMRARFAEFTIMEPEFEPEER. SO EMAMRESSAIERNZERE.

HEFHREFERE A, B 7 ENEMMERIKER RIS HITRE BRX .

EEZE

FEXNE. FHREENE. UFBFIRM GUID, #RSHIXERIF—H,
=TTk 1=

AR

TR, ERREEELUTRIRERM:

o  WMFFEMWSHFTRX, NERRKEBOIIFTRR, EEFMLXIESTFIABX, B2 Azure 5]
FAXSFX I,
o BERKEANTIIRESEBIVECECREIESR. MRBHEH, HEKIEM. BXFEMER, BFEH
Azure V] FHFOARSS PRI, ECERFOLIZR.
o  EGREIWARENEEXT B, BARLFEERIREENEE.
o THAENNMGERESEMTBVEERN—D. ERRHESHEBRXE,
o RIEERENRIFFIR, FINERZIES, XERERIIHF LIFEEE.
o WRFERXIE VMSS (KILITRIR, iSHRATMKERIRE B RIS AHERE:
o HEDIIMEK
o IZHRTRRHNIAMES
o Key Vault
o CPREMEH
o AP btk
o fREIYEER
o EHME
o  TREHBNEREE A BN ESINRAER M XINE EMERE I IERRER.
o  TERXIFAVRRSENEME, FIg0 NSG, 20F IP. VNet it =sE)E,
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https://docs.azure.cn/zh-cn/reliability/availability-zones-service-support
https://docs.azure.cn/zh-cn/reliability/availability-zones-service-support
https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits
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A

X7

ST UM AMRERRIABE RN T 1. FIRREMNAMRESIAIEIREN 0. 2. SHIREMTIAEEE
. 3 IRIEFIARIERASTH TR, 4. EEFXE, £/ IAC (BAtiRiERMUIE) TR (40 Azure FREIE

Aat&tR. Azure CLI 8 PowerShell) {fRSHAMRIREFEIZEMTANEES. 5. BKEEIRKEAE] BiREMUTR
t&REs, flan infs Mo PNAEDT XK. RN, BEEE SIS B9 PESHIFRET R,

BESFWRFESE [ Azure EIWIIEEENEMLEIS— X
= | A

=1k

mEmEiEtd, FEIEATEIRMN:

o EfIEN: IRIRETFEFMSREMAUEELAIEIREN 0, X2SELHISHL, MMsmNHEY

A,
o (KMFRERE: EETXEENRERMEFTRSESISENRS TR, BARBRTEIRIISHMM

o HIERIFIER: MRSRIEIETR, TSSEEUEERARLE, SmTht.

FRMENENE, ENETRRIMFLATES: - SRR BREIRAISOMEXENE. - SFESIERE:
A SRIEHBHITIER, AS/IMEIRFRIRE,. - MRIMRIGIE: SR P TN, I0E
FELRIECE.

i DG TEEFINEEREA, BRI IGIE.

MRBENEARRE, BILAS%E Azure BASIETELR Azure AR,

BXEZER: " BI5ek EUTEEIE ERIFTEIRNR. * TR S Azure HREESRER, * HH
Azure FREIRRRMIA, * IREX RINVAEETIA, * FE Azure RIHEA, * THEINT EFEREER,

99


https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-virtual-machine-scale-sets
https://docs.azure.cn/zh-cn/virtual-machine-scale-sets/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/azure-resource-manager/manage-resource-groups-portal#export-resource-groups-to-templates
https://docs.azure.cn/zh-cn/azure-resource-manager/resource-group-overview
https://docs.azure.cn/zh-cn/virtual-machine-scale-sets/overview
https://www.azure.cn/zh-cn/home/features/products-by-region
https://docs.azure.cn/zh-cn/azure-resource-manager/resource-group-template-deploy
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1X#% Azure Application Gateway

RXAMBIE Azure XIE 2 [BRERS R FRFE I KAYEEIN T 5.

ER AETHNEHBESRNERTHAEFMXES, MAERTNAREFMNIXRNERERBZIRNERR
e

TR ANERIAEPETE China North [XIER V1 SLOIETREIEMXE,, FTEARE V2,
A e
TR
o HEIA Azure ITIIRIFE BRI RN AAEFRMX SKU,
o SETRRNBERMXATENERSBALIRREE. DT IR RAIRSIEFEE ST R,

o NHHRBEMIBERINFERERFMXFME BB TR SR IR AT R BT RIS,
o WTNAEFMXAIERE, YREEHIKIAT FRRINRE:

o HiRECE (AH/EZMIP)
o JRURMER (a0 VM, EEHWIARER, Azure NFIARSS)
o TRHE
o Certificates
o IZHNRE
o EiREAN
o NHRRBEMIBENNFEERMX T ME RIS =SS IR S TR R 2 TR AL B4,

EiEkE

EETBRNEERMNX, YWREBMIBFERIIIAL IP bl oliZ b IN M AEE, RRIETIEREM
FRONBEFMXIREITHREFNIRE. BTEENL P i, FIFEEEN DNS K&, EPANSHFM,

WRRBATIRE T AMXIGSISMmITR, BSRIENFREFR ] WAF 1T o] Xz,
LEOZE RN FREFMK, WAF (R]5E) #0 1P it
1. BEF Azure [JF,

2. IRNTRREEMER TLS BRIk, BIRREHREENTRIEFHTRE. WBREBREESHRIRH
RIFRFERFRIRAITR—ITHF. SLAHRIEBRIN R MK SR a A EIES.

3. EIBZE, BHIAEMMNBETRE. AR 7 EITERBEMNMNGS, BSEITE Azure FEHINZ,

4. WIBZEH, FAEHBIRSSESE VM, EHIVIAIEEE. PaaS SRS EERE.

100


https://docs.azure.cn/zh-cn/reliability/migrate-app-gateway-v2?toc=%2Fazure%2Fapplication-gateway%2Ftoc.json
https://portal.azure.cn/
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-key-vault
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-virtual-network
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o

BN FRRE K O RN B ECE T RYRTR AT 1P ik

o 75 WAF: BlfEN FEfEFRX
o BB WAF: {£/H Web N FERRN X EI5E R FIfEFR X<
6. WNERE WAF FEEE{YREEN IINE) WAF 5588, 1Sl S a8 itin 72280 WAF $18,

7. WNREA Azure FIXIEFINBEFMKAE) Web NAREFRERSEENS (RXE)  BEEES Azure
B KAEFOR FRFE KA Web N FRF2 R BE(EME RIS IFISRER.

8. THIARIFITERRRXF] WAF IEET{E.

9. KEETBIFRIALL IP hik,

1. IRAREESIIERRERLIERFIIN BERR XK.
2. f5 DNS EEETBRFIIATAVEER IP Bk,
3. EFNERENAEFRSTNEER. BEETENEENENRBERENERENBER/R

$. BR, NMREAXEBERERHFNENS, BSOHUTILITIE.
10. MBRIRSLAIRLFBFERFRIXFN WAF SR,
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https://docs.azure.cn/zh-cn/application-gateway/quick-create-portal
https://docs.azure.cn/zh-cn/web-application-firewall/ag/application-gateway-web-application-firewall-portal
https://docs.azure.cn/zh-cn/web-application-firewall/ag/migrate-policy
https://learn.microsoft.com/zh-cn/azure/architecture/example-scenario/gateway/application-gateway-before-azure-firewall
https://learn.microsoft.com/zh-cn/azure/architecture/example-scenario/gateway/application-gateway-before-azure-firewall

B Microsoft Azure i t 22 Z B¢ =w

X% Azure Bastion &R

KIERDIEESBIEIE Azure Bastion BRMN—MXIENTREIS— 1 Xig. BT Azure Bastion HRASIFEIEEXE,
1%, BEEFNERCEZRRAEMEXEE.

+ - — 19
TFEEHES
1. MRIFRAOMLZGT: T ERXIERIMSERN, BIREIESFH Azure Bastion &R, e BRXIERIE
ARIZE (VNet) F1FMECE.,
2. HRBINEE: ICRHAE Azure Bastion FtE, GIEEIAML (VNet), FR., MEZEHENSGC)E,
3. BUREE: WHREERBNIEERKEFBRXIESEIZEIIEE Azure FR,

FEL R

1. EB{r X% eI ERAY Azure Bastion

TBIRE 22 (FREERNIKEZSE Azure Bastion

2. EFEMEHFECE

1. EFERXKEAEIMEEELAEAEF Azure Bastion,
2. WRFE, FHNBLZLENSG)HRNLARITFNENRE.

3. [Ali] (R EANEYEHIE
WNRFEEFRHFTAY Azure Bastion IEZIREEIR, LA TH#E EHNEEITEEZEF] Azure Bastion BIFEXRIIR,

4. MhitiEsE
1. {ERFHY Azure Bastion FREERIEINEFRIELIN, RIRERLTE.

5. Bk EX1AY Azure Bastion =&

1. HABRXIERY Azure Bastion BRLIEIEER, EoILAMRRXERY Bastion FiRLAEERERSMNE A,
2. SfinFlRXIEAY Bastion iR, s HER.

Als r =1
= Il [l
1. EBTYLIEET Azure Bastion &FiE?

AAILA, Azure Bastion FREASZIFEZEBEXETR. WFEBRXKEEHRCIEHEE.
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https://docs.azure.cn/zh-cn/role-based-access-control/resource-provider-operations
https://docs.azure.cn/zh-cn/bastion/tutorial-create-host-portal
https://docs.azure.cn/zh-cn/bastion/vnet-peering
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2. WfTREEBIREReEREESR?
Azure Bastion G EEME, EFHREIINEIFMECELER, LHLEERE™,
3. iFBIS, Public IP EETJLMRER?

AAILA, Public IP AR KIFMEIR, TEABXETR. B, £ERKIEEIEHHY Azure Bastion HiR
Y, EFEESE— R Public IP iiE, FRRTEIFBRTERIEXRTT P i, LUBRIEZIT,

HXSEHE

Azure Bastion &Y
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https://docs.azure.cn/zh-cn/bastion/
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152 Azure DNS

i

EIE1RAY Azure DNS ECEITFEZEIARRY Azure XiF, EFEESHSH DNS KiFgsd, SAREHFIRTRTSNZX
4. B, SHIISAXEXEHNE—BENT A2 Azure CLI,

{StRIE
BT RIS RAYSHRIE, BB E(5 Azure BIZRAIESR . BETHTTEA,

S

1. RBIFTEMRER Azure DNS HY Azure BRSS. N ABEFFIIRSSER.
2. RBNMABXRSHIZIEMBEHFERZRIR NS BR (NRFE) .

FELE

Azure 2 DNS

1. BFRIE Azure KIFHSEITE, BB Azure CLI LU Azure BEEIRSSE,
2. BYEFUTHSEHXE:

az network dns zone export -g <resource group> -n <zone name> -f <zone file name>
Ml
az network dns zone export -g "myresourcegroup” -n "contoso.com" -f "contoso.com.txt"

I #5<EFE Azure DNS BRE LIS HEIRZE myresourcegroup Hf contoso.com X1, #iHH{EJS BIND AKX,
SHTFREFE S RIS HRY contoso.com.txt A,

3. SHzepkfE, MEESZAFHER NS ICR. #HI NS ISR FHKEATEEE,
4. SRFEFNE, QE—NFRFE EiEE— T INENERE) .
5. SAREMH:

az network dns zone import -g <resource group> -n <zone name> -f <zone file name>

6. SAXfEE, SWRBIETIA T < FIRIEXE:

az network dns record-set list -g <resource group> -z <zone name>

7. WiFSepkfE, BRRBHEZIIMBHENRZRIR NS iICR. BRINS iCRER, BETUATHS

az network dns record-set ns list -g <resource group> -z --output json
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
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Azure £ DNS

1. BFRIE Azure KIFHOEITE, EE Azure CLI LEE Azure BB E,
2. BHEFUTHSEHKE:

az network private-dns zone export -g <resource group> -n <zone name> -f <zone file name>
il
az network private-dns zone export -g "myresourcegroup” -n "contoso.com" -f "contoso.com.txt"

It #5<$EA Azure DNS IREZLASH &R myresourcegroup Hf contoso.com X1, #iH{E/ BIND FEAHIXIE,
A RETE RIS 42 AAY contoso.com.txt Hr,

3. SsERkE, MEESHFIER NS IR, #HY NS ICRE I KT,
4. SRFEFMNE, SE—NFIREFE EiEE— T INENERE) .
5. SAREMH:

az network private-dns zone import -g <resource group> -n <zone name> -f <zone file name>

6. SAREE, BB TIA T < RIRIEKE:

az network private-dns record-set list -g <resource group> -z <zone name>

e

e  Azure DNS Z#HEiT Azure CLI 1 Microsoft Azure [ JPSAFISH XIS,
e Azure T DNS Z#EHEIT Azure CLI SAFISHXIEIE., BrRiASEHEDT Azure PowerShell 5y
Azure [JPENXIESE.

SEHNE

o BITERLATESKRIFERIRNR Azure DNS 321,
o EHAELITHZA Azure DNS HEHA,

o  THREZ(ZE Azure AT DNS SAFISH,

o  THFEZ(ERE Azure £ DNS SAMSH.
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https://docs.azure.cn/zh-cn/dns/
https://docs.azure.cn/zh-cn/dns/dns-overview
https://docs.azure.cn/zh-cn/dns/dns-import-export
https://docs.azure.cn/zh-cn/dns/private-dns-import-export
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1X#% Azure ExpressRoute SEfjl)

i

ERIASHFEE Azure XIgiF# Azure ExpressRoute 3L, MFEREENITRE, HAIBNEEBIR Azure XigH
BlEFAY ExpressRoute ZRESFIFETHY ExpressRoute fj%,

v A2
ﬁlkmﬁ:
TE3H(T Azure ExpressRoute iITF5ZRi, ERRIECETRA T RS :

1. MILEIRIME:
o EEHAIMEHINETERMESHEING, LMERF LTS,
2. WIABRSSIRHASIS
o HANERIESIEMHEREIFEIR Azure XIFHRY ExpressRoute iR55. LIRS IRMHAETEEN
RS EE X IRHIRS AR RNEBIEE. >infE ExpressRoute SKU RIS EEHILKEG A X AT
&, HESH ExpressRoute BARMRMINNEL A BEZ RIS ERER:., AN ERRIZER
Azure EREEIRAE Azure ZINE., WIBEHE, BRKRIEREIRSRHE.
3. iEHMEXF:
o EBMFTESFINMNAFTE, HHEFIBEO.
4. MR
o TENABEHELITRISE, HBR—IIIRF.

sl
tHXSEXHE
o IEEZER ExpressRoute ZFESRMIFTEAIRIR.
o THRUMEIBIEERRAY ExpressRoute f5K,

e TH& ExpressRoute {EFIIRSSIRE.

o [FEAX ExpressRoute HIEEIRIEEMXAIARE.
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https://docs.azure.cn/zh-cn/expressroute/expressroute-locations
https://docs.azure.cn/zh-cn/expressroute/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/expressroute/expressroute-howto-add-gateway-portal-resource-manager
https://docs.azure.cn/zh-cn/expressroute/expressroute-locations
https://docs.azure.cn/zh-cn/expressroute/expressroute-about-virtual-network-gateways
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1X#2 Azure Public IP

i
RF P HAUSFEAILIER, ERIZERNAE P MISEHOECAMFRY 1P ithilk,
IRFEBNIEAS P HUNZIRSEIR, FINEMI, ATSEEXIERE, Fia0:

o BT Azure RIREEESBXIEFEEN Azure VM | Azure Docs

TR HEAE IPHUNARS B RIBEEOE— AT P iblt, SRIESREREFEXEIR.
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https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-virtual-machines?toc=%2Fvirtual-network%2Fip-services%2Ftoc.json
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iFt% Azure BRHIBRSSERSLHY

i

BRIASIEFE Azure XIFER Azure BRHIERSSES L. B TENEGEBR Azure XIFFEIEEFAY Azure BRHIIRSS
%go

{SHNAIME

IR SEMUMEMRK (ExpressRoute 5 VPN) AIEEIRE OIS MBRIRHIRSS 2SS, FUHERIFAlZRIS
HIUFHL.

S

1. ERERXERIMEA, REES Azure BRHRARSSES 37 BGP XA NVAs BREHIMIRERER.
A S
FoRFAF

TE#HT Azure BRHIARSSSS T2 R, IEMRIRHEIMTRREE: 1. BRSNS, EIMMEMAE, NVAs
BEBEMEAE. 2. NVAs W5 Azure BEHIRSSEEIBER— VNet BYEREARETE VNet A NVAs XIEERE, 3. 10
REE S Azure VPN ] ExpressRoute R BGP X%, BPAMXEEENETHERELINGEF. 4. TH
RXIEEFERER, BES Azure FEHIRSS ZEIRE,

3 1=

BT
1. R Azure ERHIHRSS SE X B AR E RIS,
2 15 Asure ERHIRSS SE SET BRI,

o {3 Azure [ JFEIBFHECE KRR,

o f{#M3 Azure PowerShell BIiEH AL E IR HIRSS S,
o i Azure CLI BIEHECBIRHRSES.

o {EF ARM AR EIEE Azure BEEHARSS RS

SENE

o TR MHAR Azure FBHIRSSEE.
o  THEHGE: BCE Azure BRHIREEESMBEINIRZE (NVA) 28/ BGP MWETIE,
o THE HFE Azure IRHIRSSEE[DIRA,

108


https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits?toc=%2Froute-server%2Ftoc.json#azure-route-server-limits
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-portal
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-powershell
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-cli
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-template
https://docs.azure.cn/zh-cn/route-server/overview
https://docs.azure.cn/zh-cn/route-server/peer-route-server-with-virtual-appliance
https://docs.azure.cn/zh-cn/route-server/troubleshoot-route-server
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1X#2 Azure Traffic Manager

BR

. B
. SRS
. HETMHE

o IRIE
o IBELER
o CIEREEERIENH
o IIESR

o BERIR

=)y

BRIRSHHE Azure RIS REEESRIKEN Y. TBSABRXKEPEEFIOREEESRRENY, REE
MIOREEER TR ERFECE, NMSEIEE Azure RIFITHIMEEIERS.

A Y
Fo RS
o TR Azure RESIESER B SIERTTERIXIE,
o MEEXREEETEER Azure KIEITRE, HRTREITH.

o IFIIE Azure ITIRIRBAIFEB X EFOIEREEEREEX Y. WEFERKEASIFH], BRF
T ECAT.

o  HRMRITEEHEBNRR, LSHRFNIREEESREN Y.

HEITE

Rzl BREREESUTRM:
1. —EHEY Azure 1717,
2. FREXiFNBFRX AR ERGR.

3. MREHNREEEREEXMNIBEHUEEHRHTIES, AEEXARCEEND.
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FE

st

XITFIR

G2

yx

=3~ = JryvY

REEERRE A PEN EERFERR NI FINERE B iR Azure X1,

gl E SRR E

ERILUBIE Azure [JFEL ARM BRI BiRX Sl B SRR EC &

1.

BRE| Azure [JF, REER FERER.
HEIRRESERERE XS, FHSHITH,

R IRE > SHIEIR,

e SRR TR URRY BB

S RIESE, B IRIBREPIIT parameters json 34,

MRTEERENESTREFRENRBIR, 1BI5" <source-traffic-manager>"B I MEFR, BIERFREE
5|5+,

WNRFERENREETRSNEAER, B8 <resource-id>"EHANMEIE ID, BEER D {EE5 |15+,

(ESURTERIERE IR R T

"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentParameters.json#",

"contentVersion": "1.0.0.0",

"parameters": {

"trafficManagerProfiles_source_tmconfig_name": {

"value": "<source-traffic-manager>"

L

"sites_tm_webapp01_externalid": {

"value": "<resource-id>"

L

"sites_tm_webapp02_externalid": {

"value": "<resource-id>"

}

}
}
9. EIFRIEBEIR", B IREERSPITI template.json LI,
10. MNRFEEFHERLEREE, BEH resources > endpoints X RAYEMEE.
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https://portal.azure.cn/
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1. EESHRERPIEERE,
12. BFENER>R", SFEEEREEERKE X ERANT I,
13. IR EAER>"RRA", HEREESREEERREN BTN RIRE.
14, EFEAER>XKE", EEESREEERRE NS,
15. N BEAER > RESEEREXH SFREEER.
16. PN BAER">"BER KR ID 2R1EH.
17. SR EHPHEE".
18. & QIR LIRS Binn B B RSE B X,
BEHES M
1. BERESTESEE AT DNS tilbhin 2L st TiauEiat,

2. BEEEGRIREREEER, SRR E R E X HhERETEFIE, BL LDNS FJ&
ZEFTIENEEXHER, EERFLENMZE, RIFSFG—RISELBRITEILEREEE T HhRY
nEEERREE .

i f i
SRRRREESRETY, TRETURSHRRRRE SESRE LT, TSRS,

245
BT, BREEMING Azure Traffic Manager BRBE XN —MNRIFITFRRIR— M XIS, BRIFETRIERE
RFEREE—E, LIBREIERLSRRS T, MRBEHTERA, STLASE Azure B IHEEAR Azure §7
AR3ZHF,

WIHEH— T R Azure Traffic Manager 1%, AISEHEXIY:
e  Azure Traffic Manager HEiAR
e  Azure Traffic Manager 22

o  BIEFRAY Azure Traffic Manager
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https://docs.microsoft.com/zh-cn/azure/traffic-manager/traffic-manager-metrics-alerts
https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-overview
https://docs.azure.cn/zh-cn/traffic-manager/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/traffic-manager/quickstart-create-traffic-manager-profile
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BRI, BRG] Azure STIFEIRA.

113



B Microsoft Azure i t 22 Z B¢ =w

1X#% Web Application Firewall (WAF)

i

RN AREFMRT WAF (FIEIR) , WIEBRIE ERMRIALE 1P it 852 RIRAIN FAEFMXEE.,
PR TR E M RRAIN IR A RIR BT RIFR E.

A\
FoRFF
o HEIA Azure ITIIRIFE BRI RN AEFRMX SKU,
o SETHERNBERMXATENERSBALERREE. DATERE RAIRSIEFEESANTR R,

o NHHRBEIFMIBERINFERERFMXFME BB SRR SN B R AT R BT R AYSEIEL.
o WTNAEFMXAIERE, YREEHIKIAT FRRINRE:

o RIREE (RH/ER IP)
o JRUMMEER (a0 VM, EEHWIARER, Azure NFRARSS)
o TRHE

o Certificates

o HNRE

o ERE
. RS RN T A A SR A A AT R TRHISEIEL,

S 1=

EBLE

TSNS 15 Azure N FEFEFRICH] Web [ FIAEFRRONES (WAF) IEEI5—XIE LAY S ARTR LR,

HXSEHE

e  Azure Application Gateway 4
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-app-gateway
https://docs.azure.cn/zh-cn/web-application-firewall/
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1F#2 Azure Load Balancer

BR

. B
. SRS
. HETMHE

o IBLIE
o S IP HHRIRFARRE R X
o SHHRAHISERRIRFEPEZIFXIE
o IIESR

o BERIR

L=\

210

ERYERT, AIReEEE Azure FEANREISE SN — M XIFTHBEEFHEIS— X, Ha0, {RegetaEe)
EE— M REHEEEENREIYESER TN, (X a8 EEREIREMIITIEFIE R E ISR S — 1 X,

BRIRSHHE Azure RIERSGEISERRSLA). B, FILIER Azure RIREEFERES HAHIGERN0IE
BCEFANLL IP i, A5, £ Azure [JPEIBRIR—XIE, 75ER: BRIMIERMAH IP SHIEMER,
RIEETXEIENSE, ARZEREPER X,

A Y
FoRFH
o IBIRIR Azure TaEISEIRII T Azure BIXIE,,
o FiEE Azure Xz BIBENRAEIOMEEE, WIS HAVTEIOERE KB R BRI FHIETR.

o FESH Azure AHIYEREE, FHEENER—XELIE Azure BN, FTERE NBS5E"
AelEsRIINEe.

o  THERENESHREISHEEERNAERER. WHABEEENRTAMIYER. WXLeH, QK IPH
REHURIZS.

o IFWIIE Azure ITIREBARIFEBRXIEF IR A EIIERE. METERHKRESTFER ), SRR,
o HERITFHEHEBRRR, LSRRGSR,

o UIRESREIEESER Azure TARIIEES - BELAR, MENEFRE Azure Tadtyfes - fRERR, 200
Azure TREIIERRMN BEA THRE TRE"
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https://docs.azure.cn/zh-cn/load-balancer/load-balancer-basic-upgrade-guidance
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:

&SI

TRz al, BEHREESIATRG:

&

1. — B9 Azure 1T,

2. REIEFN BAREIRAIER.

3. Azure CLI E&REEEEYF.

4. HBRENRESERISEEAEEHTES, HEEXBEREEEND.

BLR

S 23t 1P {hHRIRFHERE ZIFAX Y

1. BRE Azure [JF, REEE FERIE".

2. HEIREIYERRERY A IP k", FREESTH.

3. EFRE">"SHER".

4. SRR TUETUGRY GRE "

5. GERRIESE, EE\IRIBRRPFIFT parameters.json S,

6. BEFEEA P HI"ERR, BIEEREAL IP BFRH parameters TH value BIHEEX ABEIRAL IP
HHNETR, BIEETREES 1SS, BXEERESETIERERE.

{
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.jso
n#",
"contentVersion": "1.0.0.0",
"parameters": {
"publiclPAddresses_myVM1publP_name": {
"value": "<target-publicip-name>"
}
}
}

7. IERREENR, TEERGRIEESPITIT template.json X1,
8. BEFETFALH IP BRINBERX,, 15%EH resources THY location EitE.

"resources": [

{
"type": "Microsoft.Network/publiclPAddresses",

"apiVersion": "2019-06-01",
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https://portal.azure.cn/
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"name": "[parameters('publiclPAddresses_myPublIP_name")]",
"location": "<target-region>",
"sku": {
"name": "Standard",
“tier": "Regional”
by
"properties": {
"provisioningState": "Succeeded",
"resourceGuid": "7549a8f1-80c2-481a-a073-018f5b0b69be",
"ipAddress": "52.177.6.204",
"publiclPAddressVersion": "IPv4",
"publiclPAllocationMethod™: "Static",
"idleTimeoutInMinutes": 4,
"ipTags": []
}
}
]

BRI ENE, BE0E Azure (U5, KFBEAFSIEORKIEER,
9. KAILMREFRRE SR PRI S

o SKU: BILAEECE SIS A1t IP k"9 SKU M standard BEE/9 basic 8 M basic EX 9
standard, RETE template.json {HFEH sku THI name BH(ERDA]:

"resources": [
{
"type": "Microsoft.Network/publiclPAddresses",
"apiVersion": "2019-06-01",
"name": "[parameters('publiclPAddresses_myPublP_name")]",
"location™: "<target-region>",
"sku": {
"name": "<Standard/Basic>",

"tier": "Regional”

o TR TJLIBSEN XE"BIERER A IP I AIXE, MEKEEXEESE, &
BRL IP EEATXE., HLUSERMRESROIEKIENALL IP, tHATEESER 3 MREREE
XETRAL IP,

"resources": [
{
"type": "Microsoft.Network/publiclPAddresses”,
"apiVersion": "2019-06-01",
"name": "[parameters(‘publiclPAddresses_myPublP_name")]",
"location": "<target-region>",
"sku": {
"name": "Standard",
"tier": "Regional”
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https://azure.microsoft.com/global-infrastructure/locations/
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12.

13.

15.

o 2 IP KEFIEZ=MEBAY: TLUEITIE publiclPAllocationMethod” BB M Static BXIA"
Dynamic”, =& M Dynamic"BHXA"Static”, FEMALE IP HESE. FLAEY
¥ idleTimeoutinMinutes BIHEEX AMHERENTHENE, FAMES 4. EELRIES
L REF

"resources": [

{
"type": "Microsoft.Network/publiclPAddresses",
"apiVersion": "2019-06-01",
"name": "[parameters('publiclPAddresses_myPublP_name")]",
"location": "<target-region>",
"sku": {
"name": "Standard",

"tier": "Regional”

"properties": {
"provisioningState": "Succeeded",
"resourceGuid": "7549a8f1-80c2-481a-a073-018f5b0b69be",
"ipAddress": "52.177.6.204",
"publiclPAddressVersion™: "IPv4",
"publiclPAllocationMethod™: "Static",
"idleTimeoutInMinutes": 4,
"ipTags": []

10. LSRRI RE.
L BEREAERIY, SEREEE A P it EEZIRTE.

S EAMEE>RIRE", LIEERER A 1P I EERNERE, LIRSk ABRA AT IP
BIEFAIRIRAE. BRERMERTRESMERAL IP FFERIRERE.

FIANBEAEE>" X 2/ E NIERAYBIRXE.
CERE'T, RN ALE IP I BIRES SR parameters fRiEESPEINAIRFRIEITED.

iz =gl e
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16. MEE"QIELIBBE BN A1t IP il

IP FiEEEBE R BIRX1,
S A GRS RHETEZIFRE Y
1. BFRE Azure ], ARIEFEFIEERR".
2. KRBT hEYEeE FIS kS,
3. BEERE""SHIER.
4. EEFSHIBR T BB,
5. WEE'RIESE, EE4REEEITF parameters.json X1,

6. EHRGmIE REIYER BIRNSE, B REIYERR BRI value BIHEESIHENETR. BIBEMR
IEES IS,

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#

"contentVersion": "1.0.0.0",
"parameters"”: {
"loadBalancers_myLoadbalancer_ext_name": {

"value": "<target-external-Ilb-name>"

"publiclPAddresses_myPublP_in_externalid": {
"value": " <target-publiclP-resource-ID>"

L

7. EERE REIEE AL P tEATERIES RN AL 1P MU RYE, DASTRENZEIR ID,
RISV EFENEZ] parameters json X,  FREX ID £E:

1. ER—PNESRREREEOF, ERE Azure [ JFFHEREIRE".
2. HERELZRPEFEAY A IP ", THZEIR.
3. HWERE™>"EM.

4. AN, REEFRER D'FRESHZEIENR. &, FJLUSE SR ID"BEENR SHE
BOMEHR"s
5. BHIR ID #EEHER— N SR E O EBArE TR RIESE Wigss Y value BIH(E:
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParam

eters.json#",
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"contentVersion": "1.0.0.0",

"parameters”: {
"loadBalancers_myLoadbalancer_ext_name": {
"value": "<target-external-lb-name>"

"publiclPAddresses_myPublP_in_externalid": {
"value": "<target-publiclP-resource-ID>"

b

6. EE'RF".

8. WIRAREIIEEEE T Huh NAT FIHEHIN, BBALXHFESERE=%E, ZEEXNMNTHIEA
1P g94NER ID., EBEWRRIEFES EATBRUGRENHIE AL IP B TR ID. SR ID #iE
parameters.json {4

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion™: *1.0.0.0",

"parameters": {
"loadBalancers_myLoadbalancer_ext_name": {
"value": "<target-external-Ib-name>",

"publiclPAddresses_myPublP_in_externalid": {
"value": "<target-publicIP-resource-ID>",

"publiclPAddresses_myPublP_out_externalid": {

"defaultValue": "<target-publicIP-outbound-resource-ID>",

b
9. IEEFRIR">"GIEEIR", 1B ARIERSPFTIT template json X4,

10. HERIBINPGEIEESEEEKEBINBERXIE, iEEK template json {4+ resources T
B9 location B4 :

EERNXIFUERD, BE0 Azure (U5, KFRBENHSEIIXIEETR,

"resources": [
{
"type": "Microsoft.Network/loadBalancers",
"apiVersion": "2019-06-01",
"name": "[parameters('loadBalancers_mylLoadBalancer_name")]",
"location™: "<target-external-Ib-region>",
"sku": {

"name"; "Standard",
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"tier": "Regional”

1. BRI LRI SRR E SRR PRI E S 4

o SKU: mILAEECEHE REIIEES M SKU WIREBRR"BEAR", sE3NER BRI TRE"
. RET template.json SAEHEK"sku"THI name BEEPE] :

"resources": [
{
"type": "Microsoft.Network/loadBalancers",
"apiVersion": "2019-06-01",
"name": "[parameters('loadBalancers_mylLoadBalancer_name')]",
"location": "<target-external-Ib-region>",
"sku": {
"name": "Standard",
"tier": "Regional"

o fREIEIN: TTLUBSTE template.json ST{4HY loadBalancingRules T5aiainaifiiscsH,
R E RIS MIBR A B I HIN -

"loadBalancingRules": [
{
"name": "mylnboundRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"frontend|PConfiguration™: {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_mylLoadBalancer_name")), '/frontendIPConfigurations/myfrontend|Pinbound")]"
b,
"frontendPort": 80,
"backendPort": 80,
"enableFloatingIP": false,
"idleTimeoutInMinutes": 4,
"protocol": "Tcp",
"enableTcpReset": false,
"loadDistribution": "Default",
"disableOutboundSnat": true,
"backendAddressPool": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_mylLoadBalancer_name")), '/backendAddressPools/myBEPoollnbound")]"
b,
"probe": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters(‘'loadBal
ancers_mylLoadBalancer_name')), '/probes/myHTTPProbe")]"

}
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]

o ¥Rl: sTLUEIZTE template.json SXAHH] probes THRINEMIBRERE, FEECEFRIMNEMIBRS
B EREATER:

"probes": [
{

"name": "myHTTPProbe",

"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",

"properties": {
"provisioningState": "Succeeded",
"protocol™: "Http",
"port": 80,
"requestPath": /",
"intervallnSeconds": 15,
"numberOfProbes": 2

]I

o AIE NAT #Il: BILUBISE template json ST inboundNatRules TiRNaEMIiRZE,
KR INEABR R EIEESAIN G, NAT LN :

"inboundNatRules™: [
{
"name": "mylnboundNATRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters(‘'loadBal
ancers_mylLoadBalancer_name")), '/frontendIPConfigurations/myfrontend|Pinbound")]"
b,
"frontendPort": 4422,
"backendPort": 3389,
"enableFloatingIP": false,
"idleTimeoutInMinutes": 4,
"protocol": "Tcp",
"enableTcpReset": false

]

BTN NAT AIBSRINERR, iZARNLESN type BIEHIIE template.json XX
HRIARE, SEWHASEMRR:
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"type": "Microsoft.Network/loadBalancers/inboundNatRules",
"apiVersion": "2019-06-01",
"name": "[concat(parameters('loadBalancers_myLoadBalancer_name’), '/mylnboundNATRule’)
I,
"dependsOn": [
"[resourceld('Microsoft.Network/loadBalancers', parameters(‘'loadBalancers_myLoadBalanc
er_name"))]"
I
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration™: {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBalancers_
myLoadBalancer_name')), '/frontendIPConfigurations/myfrontendIPinbound")]"
b
"frontendPort": 4422,
"backendPort": 3389,
"enableFloatingIP": false,
"idleTimeoutinMinutes": 4,
"protocol": "Tcp",
"enableTcpReset": false

o UGN : STLUEIS RIS template.json SX{4HFRY outboundRules B, 7EREE RIS
LRI :

"outboundRules": [
{
"name": "myOutboundRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"allocatedOutboundPorts": 10000,
"protocol": "All",
"enableTcpReset": false,
"idleTimeoutInMinutes": 15,
"backendAddressPool": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters(‘'loadBal
ancers_mylLoadBalancer_name")), '/backendAddressPools/myBEPoolOutbound’)]"
b,
"frontendIPConfigurations": [
{
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('load
Balancers_myLoadBalancer_name")), '/frontendIPConfigurations/myfrontendIPoutbound’)]"

}
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]

12. fEfRiEREPIAE R,
13. IR EAER >, DIsRESRIERHREERNTIR.

14. BFEAER>"RRA", NISRESRIYERNBIINZRE. AJLUSE # sk BiriEiaity
EeRlERIRA. BRRRRASRSRREIIERIRRRARTRAE.

15. HN"BEAER">" X" BRRENAHIIE R BB,

16. HRE"T, WARIRES SR parameters fRiEsRPRIANSELE, WARSNEETHRE
R IPEFRTHIR ID,

1

~

. SRR,

18. BEE'EE", SeAABIIERRIIRIRETE.

IEIES izt

1. BEiFSIEREIREN G EIIERIAES.
az network |b show *

--resource-group <TargetResourceGroupName> *
--name <TargetLoadBalancerName>

2. WHEREY AR E RS IER TIF.
ETEOe:
iR IRER

SNREAFREIIERIERIET, TLMRRXIEN BB fIRE R IR,

az network |b delete
--resource-group <ResourceGroupName> *
--name <LoadBalancerName>

[SHeS

BELLELE, GELRINSAHITERN— T RETIBIZ— XK. BHFRETBEEPFEeES—S, L
B EEERTARSS T, MNRBEUTADE, AJLISE Azure ETTHEEERR Azure SRS,

W T RAMEIEHAT Azure TREGHERRAUTERS, BESHIRXRUY:
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o Azure REIIERRHLA

o Azure REIIERHIE

o BUEHY Azure RERIVMEES

o Azure REIYERRMN BN TR tRE"

EHAIEER, BERREA) Azure STFRFEIRA.
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https://docs.azure.cn/zh-cn/load-balancer/load-balancer-overview
https://docs.azure.cn/zh-cn/load-balancer/quickstart-create-basic-load-balancer-portal
https://docs.azure.cn/zh-cn/load-balancer/quickstart-load-balancer-standard-public-portal
https://docs.azure.cn/zh-cn/load-balancer/load-balancer-basic-upgrade-guidance
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1E52 Azure NAT 3%

i
Azure NAT WX E—McetEERREISRAIMSEMNEEE (NAT) BRSS. HJLUER Azure NAT RKIEERFM
FRRIFTAESLAIHIAREEIERER Internet, FIRMIRIS=E2EM,

NAT RXSLAIREEERM— M KEBER— XK., —FRRRTSIEZER Azure HIFFHERIESIIE NAT WX
KM RRBERXE., A, EXKIEFOIE NAT MXATHSLE], REBBHIRIRSHTAIRER., i
B9 NAT RXFEFRXIFIETE, B LR BIXERIIasEAl.

{SHESE
TGS RIS, ISR Avure MIARIEE WETRIEA,

HXSEHE

o TEERREBZER—XIHSOEMEE NAT MX
o HRIEND: {EFE Azure [JFBIEE NAT I

o NAT WIXFNRT MR

o {3 Azure NAT RFKiRiTREHIRL
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://docs.azure.cn/zh-cn/nat-gateway/region-move-nat-gateway
https://docs.azure.cn/zh-cn/nat-gateway/quickstart-create-nat-gateway-portal
https://docs.azure.cn/zh-cn/nat-gateway/nat-availability-zones
https://docs.azure.cn/zh-cn/nat-gateway/nat-gateway-design
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1X52 Azure Network Watcher

=11y

Azure PIESINERFER (Network Watcher) ABABEERN—MRIFITHEIZ— MK,
BRI FRIRIEE Azure KIISARUIRSS, BT REMSHTNERE.
BA NS B X R BTN SINERIER. e, HRIBMEFTAMRE Z [ERIEEER.

B4

EEFIMETRERI, B EUA ISR TNISIE.
WNERBENTAEE, TTLIS%E Azure BT MRYEREAER Azure IR,

BXEZER: *8R MENEIEFME, * THREX R Azure WENEEFNESER. * THEX
MEZ2ARHSICENESER. * [GEEX ERLENRS. B NENEEFENERES, —
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https://docs.azure.cn/zh-cn/network-watcher/network-watcher-overview
https://docs.azure.cn/zh-cn/network-watcher/network-watcher-create?tabs=portal
https://docs.azure.cn/zh-cn/network-watcher/nsg-flow-logs-overview
https://docs.azure.cn/zh-cn/network-watcher/connection-monitor-overview
https://docs.azure.cn/zh-cn/network-watcher/frequently-asked-questions
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iF% Azure R 1HEEIRSSZEH)

i

BRIASHFE Azure XIFIEH Azure ERMERIRSA]. BAJEINEERR Azure RIFFFEIZFAIEBAIERIRSS.
{StRIE

ETHEAIRESRAVSHIRSE), ESR EE Azure FIZRAER: HFETZD A

S

1. HEEREZRSERNRERIE, fltnERSIotEes. B, BN, Azure PaaS R3S,
Azure EFH DNS ZRS.
2. MEMETEXRERNESE. TE DNSEE.

FELE

FHRItREA ISR R ERIARSS

1. ENPETREERSERNAERR.
2. BRI EBERIE RN ERSIE TR B R,

3. AE—EAIMZIRS S BIIRENGEIYEEE. SCRERNMEE, TLUER Azure [, PowerShell
B Azure CLI,

B ERRERTRES:

o IEEFEEHPEUIRENRR IP KE.

o IEERTRMEZIRSSHI NAT IP itbitAIFK.

o IERSREAEERSERNEMEERSRE.
4. BERRERENEPERIERERIEINESH,

5. fREREH DNS XiEERIIESHECE DNS RUIRE.

£33 Azure PaaS g3

1. WREATEXRESN Azure RESEELTHIIBFRXE,., BRIFTRMEHEN Azure RSHIER, BS
%) Azure Z FpEEE TR,
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-portal?tabs=dynamic-ip
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-powershell
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-cli
https://docs.azure.cn/zh-cn/private-link/private-endpoint-dns
https://docs.azure.cn/zh-cn/private-link/availability
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2. EHEEHERTRREREREE Azure BRBLAFTIAMER Azure TRGHE, XTFAUTAEBA Azure BRSS
BIREFRRES, BSIIIE% Azure IRSHUHIZ, W, 2 (FFAERKESE Awure Functions 5
Azure EHIEEEERY.

3. MERMENEEREREESEHE DNSIRE.
, = —
SRR
EEFRXKISEFFETEEEINTERER, BKAFNERAMARR—MERE, LRIz,

SENE

o Azure EFIEREOTFIME
o 42 Azure TREE

s HLARTRBRER
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https://docs.azure.cn/zh-cn/azure-functions/functions-create-vnet
https://docs.azure.cn/zh-cn/azure-functions/functions-create-vnet
https://docs.azure.cn/zh-cn/private-link/availability
https://docs.azure.cn/zh-cn/private-link/private-link-overview
https://docs.azure.cn/zh-cn/private-link/private-endpoint-overview
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1E#2 Azure Virtual Network

BR

. B
. SRS
. HETMHE
. IBLE
o SR

o (EXUENR

o Bl Virtual Network
o BEE Virtual Network
o IIBKREXEIR

o WIS

o BFERIR

=)y

BRIASHFE Azure RIGERBREIANES, Bl JEINEE BRI el FRUEIIME, FHgEIREIREIX LRI
RILE,

AFMEEIEHEANTIE Azure FEHIMES (Virtual Network) M—PMREGFBEIB— M XEL. TGN BB
XIS EHTERE MBS I RSB KT, EFEPERSIFE N TERBRIRITER, WFFER
XIRIER IP HASEER . EINUER ARM HREIR RIS ENNE,

A S

TR
o THESITBAEIMMEREKIERIR.
o  MENEFHIE

o fAEIYMERE

o FFENXAIEEH (UDR)

o NAT R

o DDOS &Ptk

o M#EREHE (NSG)

o {REBLH IP it (AILES P i)
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o MNFEEFRZEA (ASG)
o THAENINELI TR Azure Xig,

o  HUTSHEUMSHEERR, R XEEEZENINENERE, FE WES5E BeBESRIIEG
&,

o THERMEMEINYEIEEFERNFFERR. WihEEERERRTREIIEEE. MELSHE (NSG) FIA
1P,

o IIF Azure ITIIR B AIFEBRRXIEFEIREIUNE. EEERRELM, BERESHFBIJ.
o  TRUTNIEEL:

o IIREAETA P HICEEER, NaLASMEINTRREMIMEFRISATIERE.

o ENRELEIFEEFXKETERINERETMA P b EEENAIET.

o MWRKREBTXEFERER IP tItEN, NARREERAHRR (R IP ihih) BYFEER
X1 BRI AR ERAETRA R,

HEIE

EFFaZ R, BRIEEEERESUTERMY:
1. —NEEY Azure 17159,
2. REIEFN BARKIEAR,
3. Azure CLI EREFECELF.
4. TBEIEESMNEMERIZF NSG HEANZRIFIEN,,
5. EMEMNBLEE (NSG),

6. Z£FH DDoS {Fitki.
: 4=
TETE
SHiElR
SHE2 Virtual Network IRBFHISEHI ARM 11,

1. BREF Azure ],

2. ER'ERIE" SARIEE(RRY Virtual Network,
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3. IEERE">"SHER.

4. IEFBSSHEINE,

5. G SHER TR TE.

6. FLEIM Azure TP TEEIARUE zip FEX, FREEZIAM.

It zip FE4ESHE SLERIEIRAY template. json F[1 parameters.json PRI,

(ZeatsEtR
IEFHERZIBR, LMERTLZER R AR Virtual Network,
1. 7E Azure [P, HEHE OISR,
2. TEEFRSHIG TR ETNE, W ENTER,
3. WEBIREE (EREENERNE) "
4 AR,
5. PR ERIRER A SI
6. MEENBTHE, AR E— T THAY tomplate.json” 2f .
7. BAITMEBH “<target-virtual-network-name>" B B#R Virtual Network &R .

{

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.jso

n#",
"contentVersion": "1.0.0.0",
"parameters": {
"virtualNetworks_myVNET1_name": {
"value": " <target-virtual-network-name>"
}
}
}

8. BUITMRIBH “<target-region>" Bt EIRXIE,

"resources": [
{
"type": "Microsoft.Network/virtualNetworks",
"apiVersion": "2019-06-01",
"name": "[parameters('virtualNetworks_myVNET1_name")]",
"location": "<target-region>",

"properties": {

132



=' Microsoft Azure & t 48 T B¥ ==

"provisioningState": "Succeeded",

"resourceGuid": "6e2652be-35ac-4e68-8c70-621b9%ec87dcb",
"addressSpace": {
"addressPrefixes": [
"10.0.0.0/16"

b
9. EALMRERRESRIRTRIEMSE:

o ht=S[E): {BEX resources>addressSpace TAFF &M addressPrefixes [B IR E MR EAYMEIZS(E],
"resources": [

{

"type": "Microsoft.Network/virtualNetworks",

"apiVersion": "2019-06-01",

"name": "[parameters('virtualNetworks_myVNET1_name")]",

"location™: "<target-region”,

"properties™: {

"provisioningState": "Succeeded",

"resourceGuid": "6e2652be-35ac-4e68-8c70-621b9%ec87dchb",
"addressSpace": {

"addressPrefixes": [
"10.0.0.0/16"
]

o FM: TTLUBTERIZERAY subnets TRERFMNBEFRF TRtz EEERFRINAES. JLUET
FX name BERENFMETR, TLUBITEH addressPrefix B SKEXF/ibiEZsa],

"subnets": [
{
"name": "subnet-1",
"etag": "W/\"d9f6e6d6-2c15-4f7c-b01f-bed40f748dea\"",
"properties™: {
"provisioningState": "Succeeded",
"addressPrefix": "10.0.0.0/24",
"delegations": [],
"privateEndpointNetworkPolicies": "Enabled",
"privateLinkServiceNetworkPolicies": "Enabled"

}

)

{

"name": "GatewaySubnet",

"etag": "W/\"d9f6e6d6-2c15-4f7c-b01f-bed40f748dea\"",
"properties": {

"provisioningState": "Succeeded",

"addressPrefix": "10.0.1.0/29",

"serviceEndpoints": [],
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"delegations": [],
"privateEndpointNetworkPolicies": "Enabled",
"privateLinkServiceNetworkPolicies": "Enabled"
}
}

]

10. IEHEERUE, HER “template.json’ A FERT R .
€l# Virtual Network
1. BASSEEIE:
o iTH: ¥iE Azure T,
o WEE: SEEFRKESRA,
o Kl EEEEEEINEBIEL Azure K,

2 HOREHE "EEHOER. "Bl .
AgE Virtual Network

EMNBPHIEEEEFASSHEIERT, EOREREUNSHEREE, SERERRTIN TR

o Azure BN

o XIEFHEK
o RBBER
o TR%ER

ISHRMRERERENEMMETINRE. JUSHEREMUMSRE TN IR EIX LI,

FEREARIFIR

EREMIERN SR RIFAIEGE, EEREREFIIEUNLE. SEERRTIN T

o REHIMN
° DNS HE%%%
o  MEEEA

ERHLAE AR E IR F.
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IEIES izt
1. AR RIFEREREEIIEINES T, FEEECEERER.
2. WU EEREFIEREY, FERETIR.
3. WIFVFERERMETRIRIR, WRERIET.

iR

SRR R XIEPIETIER, JLMRIBNER:

““powershell

# FBRIR X I AIRE A RIZS

az network vnet delete

--resource-group <ResourceGroupName> *
--name <VNetName>

B4

BELLELE, BELMINE Azure Virtual Network AN—PMXIBER RIS — MK, BHRETHERETIE—
SEFMAEE, LABREIERREIRS M. MRBINTEE, SJLASFE Azure BTTSHYEERR Azure 5iRSZ

{52

T READEIEAT Virtual Network BERS, HBXESEIH:

e  Azure Virtual Network ##EiA
e  Azure Virtual Network &

e  Azure Virtual Network #i%!

BRI, BEREEAY Azure SKIFEIRA.
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https://docs.azure.cn/zh-cn/virtual-network/virtual-networks-overview
https://docs.azure.cn/zh-cn/virtual-network/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/virtual-network/virtual-network-vnet-plan-design-arm
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FEEEHL WAN

i

PSRRI Azure Bl WAN N\— PRI EIB— X, EER, Azure FEHl WAN ABARIFEIEAY
Xigitt, RtFEEFNERCEINEERR.

ERZHERT, BTRFESMEZIEX, Azure EHL WAN IEEBIREHRIIXEFRAIERA~EE. —
EXSFERAER SRR EH KU — MR Azure FE#L WAN, HSZRIRIEIL WAN HTEEX, SNRZRIE
U FRIREIAMES (VNet) AT, NaliEdERMRKEFTEEMUNENL, FEIRHEED

A% Azure Virtual Network RISITZIER MRS, TRERHHIEREF Azure FEHL WAN &, FESERATLA
&8 [BREINSIEEEIEI WAN S0 AR, NREEHNEMMENMERAIBIXRE, NFEMFS=SRE

R (Hub) BOESRR, FFEFMEREIHHRY Azure BRI 1R,

Azure [EH) WAN IR F S SENESERThET, FLCHEERAIMTALIFIES.

EREES
o IHMENEMMBERSE
o THMEMBEAEM WAN BIE: SECELRIEN WAN BOIRE, SIERIMLS (VNet), &R, B8
HZR. VPN RIXF ExpressRoute MXEHER.
o BINHFIERE: WMRMERERESEREN, ETEIRIREFEHNORATEEBIRERS. 535!
TERMEMME. EE BEER. VPN RXH ExpressRoute MXATEAER.
o KREBGTRIEZS
o HRABRKEIFFIERENRENL WAN IEEiIRIREE, BXFMER, B8 R WAN &
TEAKFERDAIE —3L,
o THMERILERERYILSS AR
o ASSEMMBHT: RBUBLLAV SN AFIRS KRBT ZRIAEN WAN, FRHMSE(IEERIE+e
BEZEIRIRINE. BRERT KRS R FBRYEBEPIEHS AT REER.
o FIEMBAXEIIE: SHEEXNEAIRIEEXE (MWSER]. 1T 4EH. *2HE)
A, R T IR RIFIRT REAIRILE SR A,
o MFIEH: RANBMAETRESZHIMNAFMER, St IERRRERNT8ER9ARSS 1.
o HIERINTHENE
o IEBENOMEE: ERWSEIERHTIR, UsIMEXIWSIEiTRITNE,
o IGEIERGE: HXBASNAFRS ESIGE RS RNEREE. fig, REIGETE VPN
TRk S PR EL R AR S SRR K AL SS RO SR,
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https://docs.azure.cn/zh-cn/virtual-wan/howto-connect-vnet-hub-powershell
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-locations-partners
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-locations-partners
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o [EiFItE: HEFARIELIRITL, LIS ERHIATTNAIE. BIRGEBRERSEZIR
BRE.
o RS
o WMXEFBEE: T NUHMEHRNTHERE, WEFELSRARERGIER. BRHXKEH
HIREHL WAN FIHEXEIRRES IR T1F.
o WEHBAFCHR: REFMANGIEMATER, IMEETHISIEPErS i MEIRSAIMERE.
RS AR IIADRRIR ] BERYIERE.

BUEZFREIEERL WAN FHiEid VPN &%

VPN EEPNE WAN B— AR5 EMARLRTI .
1. FEFTRIXIE AP eSSy Azure FEHL WAN

gljE WAN

Ex =5+01E

=¥ WAN HiFFT Azure EERIERIEE, FEESTERIES. THEEEEST

DIEFEER

{75 * | backteam-Test02 (MSFT-Sarah) v |
©iFA * | rg-ym-cn3 v |

HE

EEfil WAN =R

i * | China North 3 v

= | |

=3 O | e v |
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2.

3.

BUEEHTHY Hub

BUBREHARC

BE S34=  $E@¥S ExpressRoute iR =& + 6l

;':F'n)% Microsoft FEERIEHINE. ZPOBEEMRERSRER. BTERFEMNSE(vpnsite)fOER. TEESESE A
HRFRER

5 vWAN —, BEEETHEAEERE FE+FD.

1T ‘ E 55 i) ’
L i) | o= \
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6. MIRIZEXT Service Fabric BFEERERVER, tIRBHARSHEEBEESHIITLIE.

148


https://docs.azure.cn/zh-cn/service-fabric/service-fabric-production-readiness-checklist

Microsoft Azure & T 422 &L BX ==

FELER

EliE%k Service Fabric £EEF

{8EF Azure | JFERIEIT Azure BEETREEGIZE Service Fabric Bf&E, £00FH Azure FEETESE0IEE Service
Fabric BfEE,

BT XIEEFNERETHRINTEINE ARM &1, X E— a5, MNRAANIBMIARER ARM &
MR, MRS Azure ZENLGEEARZ4RT ARM 181,  Azure BRI HEBMRAIL SRS BN RREES
=8, RALMERXLEFEEREIE— TSN ARM &k, LEESHENEINENRME. TREREZA,
IBHFAMRE AL REPES AT AT A ARM #&1R,

TR RER

1.

iBig Azure FREERISRBEEFMRSBEFNHEY Service Fabric &8, SIS AHEFIRSFA

Azure FREREERIFHITEIR,

ISIEREBEHTRHINAREFSHEEREREN. Hltl, MRNARFE—IEIAE 5 89 count”
24, BREERMEPRZSHETRN 7, WEEHRZECHIXENNAERSEPHIRERN 7.
SNERIRAMER ARM RETENAREFAIARS LS, WMFEGRRIRBILERKEPIE TRISRIN AREFAIRSS
ENARE, FEmXE/RSEPE XL BERFIRS.

TR

o WMRCEBWEHES NEERBLUEMBEEBHEFEESE. BERNHEESOIE, LUIT]R
SNMEPREETEM BRI EIFEFRRYER. NTEREIFRE:

*  ATHERERSRSELATRER, REHRESELAXERSENRE. T
IR A BRI REEBAIRIIRSIARIER. Fla0, FTasZME L
IEmZARSS, SEBIMIPRENATEEHE AR HINISIELE APIM B Azure RIZXAELET
ERFERERHIRNRS. REFILEANFBRRS TR 7 SXEIBREXNEE
SMBfE, PTLASRERIRME,

EREORFERRSHIVTEESD, MEIEIRSRSTETED, BRRTREFL
FEAAEEMETFem EHITEMOERME. TfE, RBEIERRRF KRR
EPHEIRERS . ATFHITERHOH Azure B SRRTEMFTKIRIAE],

o WMRECEREWESES NAFERNEIE, BEUAENKERE. YTRRERS:

*  RTBRSHEIFEHE (REFR(FNLE 2 PRI ARM NEERSEN—ED)
FHRECMNNEESFRETHEERRLSN, FRIZEEIMITE.

o NTABEMRS:

149
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-arm
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https://docs.azure.cn/zh-cn/api-management/configure-custom-domain
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https://docs.azure.cn/zh-cn/fabric/enterprise/powerbi/aas-pbi-migration-overview
https://docs.azure.cn/zh-cn/power-bi/guidance/migrate-azure-analysis-services-to-powerbi-premium
https://docs.azure.cn/zh-cn/power-bi/guidance/migrate-azure-analysis-services-to-powerbi-premium-migration-scenarios
https://docs.azure.cn/zh-cn/analysis-services/azure-analysis-services/move-between-regions?tabs=azure-portal
https://docs.azure.cn/zh-cn/analysis-services/azure-analysis-services/move-between-regions?tabs=azure-portal
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data#export
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data#import
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#why-did-the-operation-fail-when-i-tried-to-delete-my-linked-cache
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#why-did-the-operation-fail-when-i-tried-to-delete-my-linked-cache
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#how-much-does-it-cost-to-replicate-my-data-across-azure-regions
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#how-much-does-it-cost-to-replicate-my-data-across-azure-regions
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#initiate-a-failover-from-geo-primary-to-geo-secondary
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#prerequisites
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#move
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BIEFRIETE (FREE)
F:3= 1

RIERBNHBAI AR ELEF LR, NWBHKENRERT EEE BRI EEHINETLA, TSN BERER
Bhizschl. Blan, WNEREG Redis AIFAURFICRIESRET, WALIBANHAEFRENET.

BUKERR, 15805 15 Azure Cache for Redis SLAIFERNEIAE X

IR QB EEZEFRRYE. AJLATE Azure Cache for Redis B9 H#iA T EISIHE, WMR"KES RN TEEES
17", NFRRZEFAMER.

RfE, N FREREHAERRLA.

{Ef RDB XHSLHMSAHE (FBH)

FFIR Redis X 7T —FtRENSI, AT REEFNAEPEIEENREBHSHERERNGH.  W3XX4Z79 RDB,
AIE5— Redis EfFE, Azure Cache for Redis 523 IF@IS RDB M EHIESNEFLA. TR
RDB M{FEBEIEMNINE EFEHZ Azure Cache for Redis,

iER: RDB XH18T(7E Redis iRAZAIRJRESREN, FFEARAFSREAGERENE. ENTHTSHERFN
Redis hRARN S T #=7SLHIRIARAS.

FRFF
o XMMEFRSNEERE.
o BINEFHNEGANNEANRREGF—F, BARIRETK.
o BENFHITSHIERN Redis iRAN S THEFLAIRMRA,

S
EBREFLEHEIR— N, BEERBEMORES R,

1. BXUIEE Azure Cache for Redis FENTISHECEIVIFEM=E., BESIRTE Azure Cache for Redis 5
NOSHZUE.

2. BN EELS).
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#move-1
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data
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BEIIE

AJLUBE XE Azure IR HRRSERNIEGBET EEHZHTPRISY, RENSANRFIGEE.

WEEANBMEEF (BF. EfSR)

HLMERNBREFSEIESE ARG EFMRENHET, MAREREEFCARNEIE. &1, NAER
BENIENETHEREIE. SHEFRELENSIER, MULUISNEREFREZET, REERIBET.
Zhskin, RIRFER Redis (FARIERME, BNAREFSIENERHIAN 7R, BEARMEF—ERE, BITHEES
EFRAMERIBSERER. ItE, TROKES, MASEOSIERR.

FRFF

o FEINMEFHNEGNNEAMRBET—F, BEALRBETL.
HE
EERECINBEIS— X, HEEERBIREFEEE —MEFLA,
SEHUETR— AP RN T -

1. SN FRREFRBIAB N HIARIESES).

2. SENRIGSCHNEEEGRE, BRESEAERRSEAIEIE L,

3. EHTNAERUIBLUXMFSEFIEEFISA.

UmizhiE® (FrBE)

ALUEHREATNINEEETIENEIEFEES A Azure Cache for Redis, MMSIEEEESNOTFRISRRE. TR
TEACHB T ETBTIEEIEMN—1 Azure Cache for Redis SCHIEHIZEIARE Azure BIFXIEFHIB—PNLF, FR24H
RIFERA, (ROUsgrskI, RRIEARER TR I ERHERES.

FoRF
. BTANEROETANBATIRET—, BANRAETL,

HE

o TEHAEFAEXETEIE VM, MREEERA, HEEINEERERART VM LIRS HIRTE.
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https://docs.azure.cn/zh-cn/azure-monitor/essentials/activity-log
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://github.com/deepakverma/redis-copy
https://github.com/deepakverma/redis-copy
https://github.com/deepakverma/redis-copy/releases/download/alpha/Release.zip
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o EERETLORIF—MXKE, BREEERBHKETEZEE_MEFH.
ENERFRENXELE VM B EeIERETE, SRS —RIERE:

1. RIFFEFTIOSIELURERNZ. BTENTEFABASESEENEFTIETONEENR, BLEE
PUTILD R,

2. (FRNABER (PIINLAFETR) BaSEiENREFERZIERER. BiclE, SHTEYURES
—ERAYE)A BETeRk, BRBURTEIRERIA/N.
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1X#% Azure Database for MySQL

B—pRsSER

Azure Database for MySQL BE—R5ZE811H%IF 2024 5 9 B 16 HZRl=F. &ilI& Azure Database for MySQL
BP—ARSS28ITFEE Azure Database for MySQL RiEIRSSEE.

ME—BRSEEBIIRIERS B[N RFHHEETNEBRIRIE

o YNSRJE Azure Database for MySQL B—fR5ZESEHE 5 1ZEhRA v8.x, 1BHRIRIGRIRSESH NET ZFiHiK
IEFMATHRE) 8.0.32, LUBHRITHEIRIERSS 85 LIRSS,

e INERJR Azure Database for MySQL EE—fRSSE8HYS [EERRA D v8.x, IBMRREITBZ BISRIRSSESHY TLS
ARASI v1.0 B v1.1 FHREI TLS v1.2, EARIARY TLS IRAEN RIERSHEFTH.

o YNSRR Azure Database for MySQL B—fRSSa={ERAFBIAIRO (fI40 3308, 3309 #13310) , BR&E
RSN 3306, FEARIERS AT LIAIERIARO,

e Azure Database for MySQL RiERSS 8T EASHFHUEHIN FRIBRSSHRIC (SQL). EARERSSFRECER
KERRERY, BERHEMNPITERERES (FQDN),

+ »
ME—pRSSE3F BRI RiEIRSSES
THEA{AIM Azure Database for MySQL EB—fR53881F#8%! Azure Database for MySQL RiEIRSSEE.
BIRELRAR, SEIRENANTR:

m IR FHER

=2
=R

fii Azure Database for 202 {§F Azure CLI BY Azure Database for MySQL Import
MySQL S AT Azure

m

, CL

BX

m

B HIREIRIRS (RH) #2075 Azure [ JF5 DMS (Bif1)
% 5 Azure [JF

B BURETRRIRS (R8)  2FE: Azure |15 DMS (BX#)
¥l 5 Azure [P

AT RN IEREMTR TENR—IRSESTREIRIERSES, BAAE72 %] Azure Database for MySQL
EEEENTA,
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https://docs.azure.cn/zh-cn/mysql/migrate/migrate-single-flexible-mysql-import-cli
https://docs.azure.cn/zh-cn/dms/tutorial-mysql-azure-single-to-flex-offline-portal
https://docs.azure.cn/zh-cn/dms/tutorial-mysql-azure-single-to-flex-online-portal
https://docs.azure.cn/zh-cn/mysql/migrate/how-to-decide-on-right-migration-tools
https://docs.azure.cn/zh-cn/mysql/migrate/how-to-decide-on-right-migration-tools
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HXRE

e Azure Database for MySQL - B —RZESHIRFoIS

e Azure Database for MySQL - R;EARS5EE Azure Xig,
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https://docs.azure.cn/zh-cn/mysql/migrate/whats-happening-to-mysql-single-server
https://docs.azure.cn/zh-cn/mysql/flexible-server/overview#azure-regions
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1E#% Azure Database For PostgreSQL

Azure Database for PostgreSQL - BB—fRSS8811¥/F 2025 &£ 3 B 28 HZEi{EA. #iNE Azure Database for
PostgreSQL - BB—fR55881F#5%! Azure Database for PostgreSQL - RiEIRSSEE.

M Azure Database for PostgreSQL - Ef—fRS325:FFZF Azure
Database for PostgreSQL - RiEIRSSEE

THRRAMAIfERR R — R 55E5 2 R IEIRSS 25172 T E M Azure Database for PostgreSQL - BB—fR55851F#8E] Azure
Database for PostgreSQL - R;EIRSSEE.

HXAE

e  Azure Database for PostgreSQL B2—PR S5 B8 MIGRHoNZS

e  Azure Datbase for PostgreSQL - RiEIRSS2E Azure X1
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https://docs.azure.cn/zh-cn/postgresql/migrate/concepts-single-to-flexible
https://docs.azure.cn/zh-cn/postgresql/single-server/whats-happening-to-postgresql-single-server
https://docs.azure.cn/zh-cn/postgresql/flexible-server/overview#azure-regions
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X2 Azure SQL =i

15 Azure SQL FHREN—MXIFFBENEIF— X1, Bl bacpac MIHHTSHIISA.

TR
o HNRESHNESMESN—H, LIBRSHPBEREESNES, SEEENSIRENSSES0
—EMEIATSH.

o  UNRZESHZ Blob i, N BACPAC SUAHIERAK/INAG 200 GB, BEFIHE KA BACPAC X4, 15
{#5F3 SqlPackage SHZIZAMTEE,

o Azure TFHEXMHEAEELL . R, FEAFREEESTHFMAE <. > % % & . \\ /. ? FRFH.
MHABRIRENZDT 128 NFH.

o WIRSHBRFEY 20 MM\, TRESEUEEE. NRSSHISEPRIMERE, LT TEE:

o ERHESITER,

o ESHHBLILREIENME NS,

o NIFTBEABRLEREAYE nul EERZREZS. MBEMERARERS|, A EEE 6-12 Ve,
SHETERAN. XERASHRSFETHFRISIE, FT2HSHENRE. WARES
HSHETHRAN—NTFSIER, 1517 DBCC SHOW_STATISTICS iR RANGE_HI_KEY 7R
= null HFEES R, BXFEMES, BSH DBCC SHOW STATISTICS,

TFERARIEGERE, BACPAC SH/SATREFERKANE, FEAIRSRSHRERELMY,

BACPAC X{4&H
FER: BIBTRSTSER Azure [P Azure SQL EESLAIS SRR BACPAC, BBIEET,

BESREEUEESHE BACPAC U4,

BACPAC X{4S& A

{RETLABERR bacpac 34 SQL Server HIRES Azure SQL #iEEEs; SQL FEESLHI. LA Azure Blob 7%
it (IXPRATERRE) PIFAERY bacpac KHEM A EFHAIFHESALIE. EEBIRMUESHERIE
IESANEERAN, BESATRETBHEET REIESHNRSERMNERRERN. KRR, TUESAK
ST 48

iE=: M SqlPackage “ERERYHRIT 4GB Y Bacpac &RTBETGEM Azure |TJFE) Azure PowerShell &N, HER
—&4BIRER, 18 File contains corrupted data., XRERMIAMNER, BRSIERER SqlPackage f5$1T5L
BT RSN bacpac {4, BXRIFMER, 15215 SqlPackage F[J issue log,
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https://docs.azure.cn/zh-cn/azure-sql/database/database-copy
https://docs.azure.cn/zh-cn/azure-sql/database/database-copy
https://learn.microsoft.com/sql/relational-databases/indexes/clustered-and-nonclustered-indexes-described
https://learn.microsoft.com/sql/t-sql/database-console-commands/dbcc-show-statistics-transact-sql
https://docs.azure.cn/zh-cn/azure-sql/managed-instance/sql-managed-instance-paas-overview
https://docs.azure.cn/zh-cn/azure-sql/database/database-export#considerations
https://docs.azure.cn/zh-cn/azure-sql/database/database-export
https://learn.microsoft.com/sql/relational-databases/data-tier-applications/data-tier-applications#bacpac
https://learn.microsoft.com/sql/tools/sqlpackage/sqlpackage
https://github.com/microsoft/DacFx/issues/363
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TR BEIBEURREM bacpac HIEBEI Azure SQL FEESL{dr, 7&5{ER SQL Server Management Studio B,
SQLPackage, HBIASZIFER Azure [JFEK Azure PowerShell,

BEEEM bacpac SESNEEERE,

IGIES izt
1. IEIESMREEENE: BT SQL FEINEIE, WIAERFERERIER.
2. ISERIFTER: SEHEITIRENT Azure SQL BN FETEFERIRSS, MRIFEIERIET.
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https://docs.azure.cn/zh-cn/azure-sql/managed-instance/sql-managed-instance-paas-overview
https://docs.azure.cn/zh-cn/azure-sql/database/database-import
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152 SQL Server Stretch Database

SQL Server 2022 (16.x) F1 Azure SQL #iEREHE A Stretch Database, 7ESUERES | EA9FR AR A ISR
IhRE. BERERNTATIEDERIZINEE, HEF SRR EERZINREAIN .

HXAE

e  Stretch Database - SQL Server Stretch Database | Microsoft Learn
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https://learn.microsoft.com/zh-cn/previous-versions/sql/sql-server/stretch-database/stretch-database?view=sql-server-ver16
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152 Azure API &1H

YNNG API ETESEBIMN— Azure RKIBFEANZEISF— X, BEBZRSHE0SERERE. (RAILERAEN
AP| EESLAIZFREINE BTR.

TSR

o TERAMBERXEEFAERRI AP EIEENE.

N
WEFM
o EE API EEENSIAFRIEIERIIRE.
o BEEIEMHIAE. CRERNLAIEFEFNENIEINREMETE.
o  TERXEBIEFIEIT. (RIGFERLKFEHIRSES.

HEHEED

el 1: ERAS—14 AP ETEHIETR

1. EERXEEEEHRY API E3ELf, FIRENESIR API EIELAER. FFETEAIERARETR.

2. BIE AP EIESLAIE(H BHFENKF.

3. BREHIRIEDILFEIFHI API EIESLA,

4. MRE—MEREEXE AP EESLAIRNEENE, BFEXBEENE CNAME, EZIERHHI APl EIEL
/8

5 WMBAENHAE, BFENEHCIE.

eI 2: (ERAR—1 APl ERELHIRTR

TR HEREERRG AP EIESLA], EERHAEESIEREIE. BHRRERPRRSEAIZ AT TERED.
1. BB AP EESLAIEHEIEHEN.
2. MRRREIERT API SRS,
3. TEERXELIERY AP EIESLAI, FrARMRSIREXERER.
4. BFRLHIRED AR BRXIETAIHT AP EIESLA,
5 WHEAEHHAE, BFNEFRLEE.

BEIIE

1. EREBERXEF AP EELAIZET, BRI,
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https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#back-up-an-api-management-service
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#what-is-not-backed-up
https://docs.azure.cn/zh-cn/storage/common/storage-account-create?tabs=azure-portal
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#what-is-not-backed-up
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#what-is-not-backed-up
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2. BEETEARREIETAASEMBERRE. =F: ENNERE. TERR. FAARTIFPREUR
BEMFFIREN CAIES,
3. ipiABfRXiEAAY API SRR S, a0, ik API, BEEEFRARIIF.

165



B Microsoft Azure i t 22 Z B¢ =w

152 Azure NFHIRSS

BR

Azure MRS XIXFIBLER

o RFM
o IFBER
o IERBITH
o EHEM

o IGiE

o B

Azure Web MR HFE

o R

o IRBRUES

o ZE—: HNIE Web NAIRS
o BB AIEBHMXKEER

o FER=: MNENARSEFHXE
o SEI: KIFEE

o SBR: {EREFEE

o ZEYN: FEIARE

o BENH

Auzre NRRSXITFIZLEE

Azure RIFBARSS ATLALLIRR FRRMGHmIEIE S MEEFIEE Web NA. BafifRinlAMk RESTul API, MAHEIREM
&, CRMUBENERAIEIABME, S3F Windows ] Linux, FF3Z#fM GitHub, Azure DevOps Ei{E(T Git 7%
EritTEnhERE.

NMARSHRERSETXEN, FEEXERH. “EERXKETEENENARSTRNEIER, RAERRE
EEMEFNA. MRRERNAEREENE, IESRERME, HEIIHE BRXIEF9HNA.

FoRF
. TR BRI\ SR PRSI RRSS.
- BEEAERBISIRSIRRS ARSE R RTARS,
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o ISIERE N Azure HEEHE T XIRE.
o  ERITTERS, ENITEZRMETEEREMNS. SE2LETRNKE, BESRENITE:.

EBESE
LRI EAE R RS R RS 2R, IR

o NBIRSZIMEG

o NAABRSSITLI

o EREHE

o 7E Azure FIISCRIBRE S
e  TLS/SSLiFH

° Azure FEH LB EERL

o FEEER
« HBHIRE

HURR (PINSARIERHREIER) B8 55 Azure IRSHVER. BXRNMEBXEBIXLFRER,
IS FRENARSS AISA.

EFsitil
LTS BRI BRSBTS
o RE. FHATRRENR

o Certificates

o EE
o VNet EHZ/EHENZFRDNS
o IRR

AN

W&, TR
. BERARSNARERSERTRES,

o MENAERABPIREEFIIAE.

LAY

o ZRAKEFIMNRE. AURNERNT, ENERSEFINRE. ERSEFMMEIRESEET RN
TH9E. (HIRBRSE TS INEREE TFREINLY (EIREERTEYENERT) .
ERTRERIER T, ENEHAINBREFRSUCENAEFTRS, ABiEs, XAsEEEmAY.
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https://21vcaepricing.azure.cn/?lang=zh-cn
https://docs.azure.cn/zh-cn/app-service/environment/overview
https://docs.azure.cn/zh-cn/app-service/overview-hosting-plans
https://docs.azure.cn/zh-cn/app-service/tutorial-secure-domain-certificate
https://docs.azure.cn/zh-cn/app-service/configure-ssl-certificate
https://docs.azure.cn/zh-cn/app-service/configure-vnet-integration-enable
https://docs.azure.cn/zh-cn/app-service/app-service-hybrid-connections
https://docs.azure.cn/zh-cn/app-service/overview-managed-identity?tabs=portal%2Chttp
https://docs.azure.cn/zh-cn/app-service/manage-backup?tabs=portal
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DITEERERF R, AENARETHISIEEERFAH. BE, ClErseErAERE
ECEX M TERENEE. EESRNBHN T EREMLS, St IEETIR/ES. T
RABEERXBENRER, BirXIERINAEFmREERX ISR RRIMEREAE.

DHTHMERETE (IR0 Redis) . NMRAIRERIAN FRIEFERENAEFET. DEFRERS. I8
B H RN S B E R REN S — AN T ER BRI,

DRI AP (ERRIFEFERS) (REAIN.

DI RIXEERRSS. Application Insights 71 Log Analytics #iERXIEIRSS. 1HEEEBRXEH el
#r89 Application Insights #1 Log Analytics 7. X3F App Insights, FrZRESEIEAREANERE
BB TEFRNEREF AR,

Certificates

R FRARSSIERRIRAI B aNEIFAIRIFASITER, EFEEXERZH. ATUSHANEREAILAS SN AEEH K
B9 Key Vault H,  lESHMSANSESET K ERIZE0.

[Ty

AL Azure BRIV MR EIEZFARRRE. BRI IRE>INREZE", HF MARE S
"ERFAR TR BREE, FREFESUEIRESERN JSON i, FTEEHXEPERERXL
RE, EXEERBARESHATIEZRS PR EENMER.

T Azure AR SHIA Key Vault 5|, e XEPEHREZETLFNSIA.

MAREERLABY Azure MAERFEESHMM—Lh0 (TiF) SIRERBIUATER. BEEHINA
EFREFHEXSESUNFRER, THRUEEEENIPMEIISET XERE.

WREEHIHENHERE, ZEETES IR IMN AEFRERN.

VNet iEE/BE X B FR/DNS

NFBRSZIMERE VNet :INBFEFRS. NARSHAENEABTZHEANARS, FEFE— 8@
"C RS XE VNet ERL".  BfERTREIEEAIF(ERRRVIEINEIEETIBIR P2S VPN A9 VNet 52540
REER (Azure ShEARSS) .

EETXETEFIETRAEER (NER) . XAFERTXIE VNet 55k,

RIFRERSSIAERY DNS BFE B ZFERAEENY DNS RS EHTER (8 MNBHE— N FLEE
) . NARSIMNEANO/HORMREIYERR, MNRRSASENLFTRHE. B, Aigst
BEXEBMEAR—NARSAMEAOLRER. NARSMNEATEEIOIE.

168



B Microsoft Azure i t 22 Z B¢ =w

- REEFUREARKHRAGEETR, LURFEFKEPFNGE, B, SIEERE) Microsoft Entra
ID RZF (EasyAuth (EFIHIALFD) BRASRIRAIRERE.

o  FAPSERAEERREAREEX TR, FEEAFORITERRARBENANR—RIFAY, YR
X ER IR,

o HEEEMUAIRST, FEEERRARTSESHRIIRITERISIR, SEERRED.

e IHREFRRIRME (IDP) EEMEIBiRXIE, /K& Microsoft Entra ID 2—INEBRSS, (BRELERSE
KT Aie (80THF) IDP.

o BHURIREMEITEEMKIT Kudu FTP FEHEAIN RS,

IRSEER
Azure RIFBIRSS MRS IRSS LA AIRBIRHEERIMFIAEATAI. o, ErTEIT IR R i Il o —

F5 IPv4 (Internet 1l iR 4) HEADBE. (HIMNIMBEERISHPONBREBTENAXRERR. WRES
B ORRRSRERKINPEE T IRZEER, WEEEBRXETHRITHRRRRE.

EERINE Azure RFARRSSEFCIEEI BRI, W/REfEIE VNet FIFM., WNSRFHER Azure RFEEHRTE
HITIEXWRIRI®E), WASBENEERSEER. A, SEFIRERSELER, XALUBE Azure |7]
. Azure CLI 8 Azure PowerShell €58,

BE

EEEEMNARSEIR, AIER Azure [JPEEEMENLE (1aC), EFBEETRNAZTLUEE AT, £
BirXigNARITTRE, SEEREEENEIBRX, HiSiEn s BTN AT A IMEHRSAIIE .

(6F Azure [JPHITEE(RL

{3 Azure [JFHTERMAIRAMBEEESME. NA. HHIMRBSUARTSREBH NN ABRE R
e plleeR

5 Azure [T ARG RIREEEIFTXE:

1. CIRRRABRIEMD.

2. fEBERKEHRIHT N ARIRSS TR e — AL,
3. HEBENATERED
4. WNRIRERBRENE, 1B asuid IRANSHESEZIBRNA, FEBRNAFERZE.

BERNAPRIEMEASERENSIFENAER, FIRIHrREE.
6. LHIFEESFREENEISAERMART, EHRRETEHS.
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{8 laC HTEEM

SEEIARHERREERT/ERE (CI/CD) EiEas A e EERT, £/ 1aC. BT CICD HiE, fFrlEigap
E(Fal Kudu zip ZPEEBIRXERIZN RIRS HR.

L 13

seREENE, ERAEFAIENNIIANISIE Azure NA3ARSS :

o 1§ Azure NAIRFSEEMEIBRXESS, STEMEUAMERILN. TFNXsiEIMAE T,
R EEMRMEIRCIERMIER, LURAACEEREIEETAIEA.

o IGIFRFAE Azure N FRIRSEMFNER.

o XBEXEMBRITERNLN, BEFEERRIFNN. SEHNSERT TIERERISEREFN
IR ER T ERF—EL

o THEREEAT, FRREEEMEEEN. WNAEF Azure BRI ENEERBREEX A IR
BAIERT, ERREITRIGERNTFRHESHEEN. BN tEENHM P RIES cE
A=, BN, ERREMNIGER RSN REF A TREIERER. NMRESEYNT
TR B M REE SR BT E AR,

=E
B

MR AR ARSI, IFRBERTIONARS IS 4EZEA, BERETRBEAEITRNALZENLT.

Azure Web NRXEEFE
kiR

AEFFMEEESAITIE Azure Web NI (Azure Web App) N—MREGFHEIB—MXEL, WSESESD
WENARS. EERXEHEERZR. BENARS. RWIETBEREFLR.

FeRitES
FEFHAITB AT, BRI RS TIFEmA:

o EMABRKIEZEF Web IR,

.  CEOEEXEENRS.

o RIFEEIBERERE BRI TR ROIEMETE,
o THEIA Web N AIHKRIFIEE.
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£B—: HIPWE Web R

BF Azure [ 1,

2. SinEWRRETRAI Web RF,
EEMSHE RE 85, EF S0,

4. EESRNEHERFIISSR, FHTSE0ERE.
5. THEHOHNXMHFHZEFHE.

N

w

Azure CLI 7=f:

# RELE
$RESOURCE_GROUP="your-resource-group"
$APP_NAME="your-api-app-name"
$BACKUP_NAME="your-backup-name"
$CONTAINER_URL="your-storage-account-url"
# BIZE 17
az webapp config backup create °
--resource-group $RESOURCE_GROUP *
--webapp-name $APP_NAME *
--backup-name $BACKUP_NAME *
--container-url $CONTAINER_URL

$E_: fIEBIFXIE Web RIF
1. 7 Azure [JPFR, SnElCUEEIE".
2. 1EZFREE"Web A",
3. ES6E Web MARNEAER, FHEEBERXE, EMEAXE) .
4. EE'NMRIRSSITL" (App Service Plan) , Ha{RIERBRXIEAIRIRE,
5. SThkBlEE, HEFRRIETH.

Azure CLI 7=l

Ya¥==-0 ]

$TARGET_RESOURCE_GROUP="your-target-resource-group"
$TARGET_LOCATION="your-target-location"
$NEW_PLAN_NAME="your-new-app-service-plan"
$NEW_APP_NAME="your-new-api-app-name"
$SKU="your-new-sku"

# BIEZRA (URAFFE)

az group create
--name $TARGET_RESOURCE_GROUP *
--location $TARGET_LOCATION
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# BIZEFTH App Service 114

az appservice plan create
--name $NEW_PLAN_NAME *
--resource-group $TARGET_RESOURCE_GROUP *
--location $TARGET_LOCATION *

--sku $SKU
# BYEEFTH Web fizfH

az webapp create
--resource-group $TARGET_RESOURCE_GROUP *
--plan $NEW_PLAN_NAME *
--name $NEW_APP_NAME

SR=: HENRRSEFXY
1. SEVEEEIERE) Web RIF,
2. (EREES, HEER.
3. MESHEHIKOTSE, REEHHEE Web A,

Azure CLI 7=

V== =]

#IRE 2 E
$NEW_APP_NAME="your-new-api-app-name"
$NEW_RESOURCE_GROUP="your-new-resource-group"
$CONTAINER_URL="your-storage-account-url"
$BACKUP_NAME="your-backup-file-name"

# BB (0 FFT Web 7/

az webapp config backup restore
--resource-group $NEW_RESOURCE_GROUP *
--webapp-name $NEW_APP_NAME *
--backup-name $BACKUP_NAME *
--container-url $CONTAINER_URL *

--overwrite

LRI : ISIESRE {PERIYIGIESRE -appsvc}
1. f£ Azure [P, SAREIFTXIEHRY Web NA.
2. 558 Web RIFBHY URL, H{RRIFAERIETT.
3. MERATMEEER, BHRIEERESE.

Azure CLI 7=l

Y N===0 =]

$NEW_APP_NAME="your-new-api-app-name"

$NEW_RESOURCE_GROUP="your-new-resource-group"
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# SR RS HT URL
az webapp show *
--name $NEW_APP_NAME *
--resource-group $NEW_RESOURCE_GROUP *
--query defaultHostName °
--output tsv

SEA: IHtREHEE
1. §E#7 DNS iCREGREIIERRE, BRETHREIFTXEN Web KA.
2. IEEREVREHNAERS, WREREIET.
3. {#H Azure Monitor 1 Application Insights H{TIEREFNEERIGES,

SBoN: FHEIEER
1. FOABRIGHY Web RFATEPEMIN AIRSIEET, FRIEAM.
SHENREL) Web .
LB RRIA Web MRS FIE TR,
BRSSO SHREFHIT (IFBRE) .

\

P w0 BN

Azure CLI 7=l

# (ZLEIFARG Web f7fH

az webapp stop *
--name $APP_NAME *
--resource-group $RESOURCE_GROUP

# MHERIHRY Web fizfF

az webapp delete °
--name $APP_NAME *
--resource-group $RESOURCE_GROUP

# MIERIEHY App Service i1 4l (MR REEMTFIEST)
az appservice plan delete

--name $PLAN_NAME *

--resource-group $RESOURCE_GROUP

SEH
o Azure NFEIRS LA
o Azure NFERSE XY

° Azure 17O (CLD) L=
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=' Microsoft Azure & t 48 T B¥ ==

BRI, BRG] Azure STIFEIRA.
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1X%2 Azure loT Hub

ANBUETHRE loT FINFRBEIFXI,

sEIRHO, FEE-MYRETOEEGEEDONURANTR. AHSHPOREFEREMNXE,. R+
OFFERIR—TRESHENTIES. FREERERNETR, EAhOBTRemERBE—,

TSR

IR loT PLZRl, BIVHEFEER.

o HRESUETEURNINEERMET LR, FERSUTGRRM, FLFFAERrAEINsEEsaLL
A ERER.

o  TEOIEBMIIBIRARAZR, FEMRRRER. —BMREN DO, HSBEXARR, FRRE
HIETLWRE, EbtsTEeE R BRI RIERISHIH0,

o JFA Azure loT RICHIBIEASIER. ZEUEEEREHE. =EIRE (C2D) R SLARIEUARRAYNE
B, PUnHIFERIER. SIS CREREASTR.

o  FEIRNTBERAYEA AT, BRECEIFPOFTERE—ENE. NMRERSNSH
73i%k, BEENHERE, 5 500,000 MREFTEEFEALIM NG, M#a) 100 T MRERLIFELN
NS,

o KHKRMBEHIRE, RIARESEHEFEHL.

o MRRFRAZEA DPS kcH), BEIHEEMLMSEFAT loT by, 2Af5, BFHTRECRELA
EHEEES NREPRIEEER.

o AN, RRERSNSHEERBHNRE, REUERIREAEERFTHO. fln, T8
RERENERFERTREPAY loT ROENE. REGKRBZ loT PIOENE, BHIFHR
5B OREE, RAEREENERZFTHO.

o FHEEHHMIEN, LMESHEATHRER. L5, (RETEERE DNS RHNEMEEN THL, FE

EEFEFNXL DNS 55,
Bhix
TEER(ENAERS oT ROBNEMRSE.

1. BPORHERESHIEREESRER,
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2. XIRMREITEAAFERIER, Fln, AERRPOESEMS ERASRILE. NTERTATERE
REERIMHIRNR, BEERTPENZRRIEN.

3. BERSAIMITHUENHRRE. WSTEOIEHRY loT il
4. BREFEEHITEL.
5. AMIIARSHEERPIEEIRE.

pign, EREERASSHENERY., FTEFHEEREERNZIERD, HEELEPOREER Azure
IR0

6. BEREMNRBFROEHEFHCO,. HIRBESEDIEME Azure [oT FIORNIZEERDFEIT TN,

Ul EHe IS bt

RIRAIPOMERIEERE, NSHPORIRISIES RIBHEE, ERTRZREELS. WNRER loT PLiEH
FFXEE, NAERRSEARFEERIREVE, ERECNBERFARE RIREER. KEEBHEEAR
BXEFIRERRRA RS SEMERER M T,

SNRFPOMERHEIEE, (RATLASRBRIME.
o  BRATHRHEKERIEFBEUE.
1. f& Azure [ JFREIEE RIREERERE S TR AR,
2. EHMECIENMERFESHITEG S, EACITEEREERE—RIBR.

3. HEIEFTPOZEN, EFRPOREIRTERSRSMIERER. RO, XEEIRN

ZIFE.
o FERHBATHHAERNZR. B ERD ERXEER.

1. EREEROSERT, FERRS M BEZRNERASEBNER, AEHEEHPO.

2. MBS IRRREHRNR, FHERESERIRHIXEER. BTFPOMBRLERERAE
E—(E, FELHRESIRHITRE.

HEERBPOEBEIS—MXE

AEORHERIRPORIRMREA.
1. BREPOSHIIERER, BXAHRFETLUBREIINEMIE.

2. (EXUERAE. W TERRERSEIREIZ A templatejson B, HRIESCIRIER, EXIITRE:
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o  WIRIREXRELEEE, BRSPS ERFREEED.
o  fHB& storageEndpoints [&,

. R RE BB BRI,
EIRAEER TR

SHEEERHANPONRFEEMERE, (FEERISHIMRRPHARRHXERFIER. SIfNNEHE
SFET. ESAFPORERFEEZIZPOZE, DREFPPREIXERFEFOREA, RRETER.

RIEEH TERR, B —HERSMIERIETR. 1D NFRE.
1. MERAERARFERHNENR, FREBRERIRTD. FTLM Azure [FhRRFERER.

o N, MREBEESWAZENFESES, BRI PREERAIEERK,. TIRE SO Tk
EFipaEss, AEEREPN—NEHE., BRSHIERE, ZHUTFR:
"connectionString": "DefaultEndpointsProtocol=https;AccountName=fabrikamstorage1234;Acc

ountKey=****",
"containerName": "fabrikamresults",

SRFERFIKFERRE, SEEBAZIRIR LA FE AccountKey="*** th, BIRES.

o NTFIRGZELRNF, FKENS SharedAccessKeyName PUERRIHE fE%54E, TEIE JSON HiY
224AF0 SharedAccesskKeyName:

"connectionString": "Endpoint=sb://fabrikamsbnamespace1234.servicebus.chinacloudapi.cn:567

1/;SharedAccessKeyName=iothubroutes_FabrikamResources;SharedAccessKey=****EntityPath
=fabrikamsbqueue1234",

o EIABMERITARSS BTN Azure SEILIERIER.
B NNEkRR e FRRC

EFRRIERIEIRAIERPL, EERHERARE, NAEMUSRERR, HEMRPOSIH, LUERTE,
NRAHMERRR, MEEGSERIRPHIEERERNEHR.

1. BF Azure [JF7,

2. BRI

3. HEEFED, BEFERERBECEREEEERGE). ARIREEFEL, EF A"

4. EEEMNEETREL, SEERIERPENS IR, LUERTLAMI I EEEIR.

5. R INESIH.
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6. NIREISREBRFERRFIGEIES, REIEETH. BEISAEREEOPINEZER. E&FRF".
7. HE'BEXHBE TR HESLATFR.

1T IEREERRNTN.

HRAE: EENERRANCERZIFE.

Xif: MRFIEETHENREFE, WERASHRERSHFAMELRIOXE. WMREZETHERE,
XERIZARBFERE.

EEFER BRPOIERFRS.
RLBIR: FhOE
8. IEEF'EE + "R,

9. EECIEEE. NPRBRIHRRERABEHPO. NMRERARENE ZBEEEEHHP LR,
(ESiEaM TR ERNER.

FERSANSHEEHLFEMEFPRO
BJLAGERR loT C# 7~fl: 1EFT C# A9 Azure IoT SDK RHHTIRBHIISAIISE.

BIREBESR: WAFER [oT Fl) - Azure ToT Hub

BEER

HJLAE Azure [JPHEERE, AWACNEEHIERME.

1. R Azure [JFEEIRBO. EFZPL, RRIEE 10T RE", (RESEZINBHOEHZEFHOR
&, EHLUEERPORNEL.

2. IEESNSHIERR: 7 Azure | ] HEEE Azure FEIKF, FATREE ImportErrors.log BY devicefiles &
B8, WRISHERZT (KA 0) |, NMFRFRREEFHTER. WREBABREANE—IRE, FREAN
IrStEfiziRE, FE—&ERERRNIIE BEEH,

AT, RERPOERZFNE, FEBREIBIFPL. BT REBHTHENEY, FEREEESHHOE
BT

EEREREY, FETUTER:
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o EHEMRELIER loT PLENE, 15 loT RIOENRIEEFHL. NERERFRECIRER FAEHE
EITERATILERE.

o ENSIAIBRORBNAERER, EEEEFHO.

o SRR, HPONSEHMFIET. [BPONZREENINREFATHERAS.

RN E T
MBPREERER, ETLRSR:

o  FEHEMRBLUEN loT OENE, 8 loT ROENRIERIBSL. NEREXRECIR SR ATRRIE
BSERATILERE.

o BEUEIEHTPONFENARER, EEEEIEFO. Fla0, RERIIZ Azure Analytics, TURTRETR
EHBCE Azure MOTHIN,

o MBRETHO.

o  MEFEBHERE, WA OENERENMEEERNRGEERE, FEERPOERE, Eniz{aER

REER

EEMBTER, B8 loT BRAOXRELEAMTHVENTLO, REEITE. MUSZ, BXIFHOHRITLAR
B ORTRITRERERE, FBERE(IERIME.

INRELHEIEH, B F ARG E S EfEE BRI,
==
B

EREHRPOERMFET, HFEREUIERLEZA, TAEEERER. 3, MREATIRHEINE, B35
XHLIIRERITI. R, PTUITSRREEIRRR:
o MBRIBO (IRERXEHR) . XEMNZFORBRAIEEHRNRE.

o WIRCKEHBRBEFMUE, TLARIBIRBEIR.

[REELTR

WESR loT PUERIRE—RIEHE THREFAFHL. BXX loT PORRIRREMERTH EREITFM

=5, BFEHIESATISH loT PIUIRETR,
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1X#2 Notification Hubs

RN EAMTIE Azure BRIFIOERBEIE L Azure X8, IHIREAEDS:
1. SlE—MEREB—BRNBIrmE=aE.
2. (FARSASHGIRTETM.
.
SR
o TfIA Azure TTIRAIFE BRI F I Notification Hubs,

o Azure BIIFROGETAGIREIE—FL R, HEIEMEPOHT, Eit, EEHITIHESE), LR
BXEFEFEFRIPL, REREMARTE AR SIER I eEam R =A

gl (EREMBTRREAP O R B

BRRUTLREFIENPORRTE., EEFERERFHESHEUFERER, SFna=BimERmX
1.

1. BF Azure |,

2. FEEMSE DEFRBIRS, AT Web + BEIE D IGFENRC. mEMPOREL, ETEEEE
eI,

3. EEMROTE EEMESBERRF, EENTMER:
o T BREMFMERP BT EEAE—ZR,
o WMRTEHEEAFEMEMNFL, FEEEENROFRERTRAPONER,
o MUETHIIREFEEE WEREEEEPEEENFOIUE.
4. REEIE.
tlgHmETEE, BRFRREFBRTEPA PNS £iE, HEI@HanRTETAISHERE.
b2 e R
o BISAMSHAINHITER, BEEILESHIISAN Azure BAIFLEM.
TR SHREERE, TEMRIREERE M) ExpirationTime R,
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e V.S iy 8 .
HikgBI—ap2=E (1))
ST M B aRFa 2T BRGEMSHE, ATLURIEEERR BaE= .
1. HFAR—XBHNMERZEE.
2. BEHEg, AEERRSRFTREEFTERMADETEEIR.

3. BEMiRaE S REREETHIMER.
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